Introduction to Neo Security Suite 2.0

Neo Security Suite 2.0 is a new generation of data security products.

What really sets Neo Security Suite 2.0 apart from ot her software, even from other Neo

Technology products, is the multifaceted approach to data security on the user's
computer. The program provides protection from all the types of threats that roam the
world today, and, most importantly, from threats that h ave not yet been discovered.

Neo Security Suite 2.0 is an essentially new approach to data security. The program's
main feature is that it unites and noticeably improves the existing features of all th
company's products in one protection solution. The program ensures not only anti
protection but protection from spam and hacker attacks. New modules protect users
from unknown threats, phishing, and malicious activity masks.

e
-virus

You no longer need to install several programs on a computer to give yourself full

protection. You can simply install Neo Security Suite 2.0.
The multifaceted defense covers all channels for data transmission and exchange. The

flexible settings for any program component lets u sers maximally adapt Neo Security

Suite to their specific needs. Unified configuration for all the protection components is
also built -in.

Let's take closer look at the new features in Neo Security Suite 2.0:

New Protection Features

1 Now Neo Security Sui te® not only protects you from known malicious programs,
but programs that are not yet known as well. The Proactive Defense component

is the number one advantage of the program. It is built on the analysis of

behavior of applications installed on your computer, monitoring changes to the
system registry, tracking macros, and fighting with hidden threats. Th
component uses an heuristic analyzer that can detect various types of malicious

programs. In doing so, a history is kept of malicious activity, on the basis of

which the actions of a malicious program can be rolled back and the system can
be restored to the state prior to the malicious activity.
I The program protects you from spyware and autodialers, blocks banner ads,

pop -up windows, and malicious scripts downloaded from web pages, and also

detects phishing sites.

e

I File Anti -Virus technology has been impro ved: now you can lower the load on

your processor and disk subsystems and increase the speed of file scans.

iCheck and iSwift help achieve this. By operating this way, the program rules out
repeat scans of files.

i The scan process now runs in the backgroun d while you work. A scan can take

up a fair amount of time and system resources, but the user can perform his

work simultaneously. If any operation requires system resources, the virus scan

will be paused until that operation is completed. The scan then re sumes from

the point where it left off.

9 Critical areas of the computer which could lead to serious consequences if
infected are given their own separate task. You can configure these tasks to run
automatically every time the system is started.

1 Special plug -ins are available for widely used mail clients such as Microsoft

Office Outlook, Microsoft Outlook Express, and TheBat! that can configure malil
protection directly in the mail client both from viruses and from spam.

1 Anti-Spam is trained as you work with t  he mail in your inbox, taking into account

all the details of how you deal with mail and providing maximum flexibility in

configuring spam detection. The iBayes algorithm lies at the foundation of the

training. In addition, you can create black and white | ists of addressees and key

phrases that would mark an e -mail as spam.
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Anti -Spam uses a phishing database. It can filter e  -mails out that are designed to
obtain confidential information of a financial nature.

1 The program filters inbound and outbound traff ic, traces and blocks threats
from common network attacks, and lets you be on the Internet in Stealth Mode.
1 When working on a network, you can also define on your own what network to
trust 100% and which to monitor with absolute strictness.
1 The user notification function  has been expanded for certain events that arise
during program operation. You can sel  ect the method of notification yourselves
for each of these event types: e -mails, sound notifications, pop  -up messages.
Scanning has been added for data transmitted across secure SSL connections.
The program has added self -defense features: protection agai  nst unauthorized
remote use of the pr ogr anposectet program settiagn.d passwor d
These features help keep malicious programs, hackers, and unauthorized users
from disabling protection.
1 A feature has been added that can create a rescue disk. Usi ng the rescue disk,
you can reboot the operating system after a virus attack and scan the computer
for malicious files.
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New Program Interface Features

1 The new Neo Security Suite interface makes the functions of the program simple
and easy to use. You can also change the appearance of the program by using
your own graphics and color schemes.

1  When using the program, it regularly provides you with helpful information: Neo
Security Suite displays informative messages on the level of protection,
accompanies its operation with comments and tips, and includes a through help
section.

New Program Update Features

1 This version of the program debuts our improved update procedure: Neo
Security Suite automatically checks the update source for updates. If it finds
new up dates, Anti -Virus downloads them and installs them on the computer.
1 Only updates that you do not yet have are downloaded from the update site. This
lowers the download traffic for updates by up to ten times.
Updates are downloaded from the most efficient source.
Now you can choose not to use a proxy server, if the program updates are
downloaded from a local source. This noticeably reduces the traffic passing
through the proxy server.
I The program has an update rollback feature that can return you to the la st
working version of the threat signatures, if, for example, the files are damaged
or there is an error in copying.
1 A new feature has been added that allows updates to be copied to a local folder
so that other computers on the network can access them, the reby reducing
Internet traffic.
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The following protection components provide defense for your computer in real time:
File Anti -Virus

A file system can contain viruses and other dangerous programs. Malicious programs
can be stored in your file system for years after one day making it through on a
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removable drive or from the Internet without showing themselves at all. But you only
need open the infected file, and the virus is insta ntly activated.

File Anti -Virus - the component that monitors the computer's file system. It scans all
files that can be opened, executed or saved on your computer and all attached disk
drives. Neo Security Suite intercepts each attempt to access a file a nd scans such file
for known viruses. The file can only be used further if the file is not infected or is
successfully treated by the Anti  -Virus. If a file cannot be disinfected for any reason, it
will be deleted, with a copy of the file saved in backup , or moved to guarantine .

Anti -Hacker

To invade your computer, hackers use any potential hole, whether it is an open network
port, transmitting data from computer to computer, etc.

Anti -Hacker is a comp onent designed for protecting your computer while you are using
the Internet and other networks . It monitors inbound and outbound connections and
scans ports and data packets.

Anti -Spam

Although not a direct threat to your computer, spam increases the lo ad on mail servers,
fills up your mailbox, and takes up your time, and thereby does financial harm.

The Anti-Spam component plugs into the mail client installed on your computer and
scans all incoming mail for spam subject matter. All e -mails that contain spam are
marked with a special header. Anti  -Spam can also be configured to process spam as
you like (auto delete, move to a special folder, etc.).

In addition to the protectio n of all the ways that malicious programs can penetrate, it is
extremely important to periodically scan your computer for viruses. This is nhecessary in
order to rule out the possibility of spreading malicious programs that have not been
discover by protect ion components because, for example, the security level is set at
low or for other reasons.

Three tasks are included in Neo Security Suite for scanning for viruses:

Critical Areas

Scans all critical areas of the computer for viruses. This includes: syst em memory,
programs loaded on startup, boot sectors on the hard drive, and the Windows system
directories. The aim is to quickly detect active viruses in the system without fully
scanning the computer.

My Computer

Search for viruses on your computer with a through scan of all disk drives, memory,
and files.

Startup Objects

Scans for viruses all auto launched programs that are loaded when the operating
system boots up and also operating memory and boot disk sectors.
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You also have the option of creating o ther virus search tasks and creating a
performance schedule for them. That way you can create your own list of virus search
tasks for scanning specific objects. For example, you can create a mail database scan
task for once per week or search for viruses i n the My Documents folder.

Neo Security Suite includes a number of support features. They are designed to provide
software support in real time, expanding the capabilities of t he program and for
assisting you as you use it.

Updates

In order to always be on guard for any hacker attack, be ready to delete a virus or some

other dangerous program, Neo Security Suite needs support in real time. The Updates
component is designed pre cisely to do so. It is responsible for updating the threat
signatures and program modules of Neo Security Suite used in program operation.

The update distribution service can save threat signatures, network drivers, and
program modules updates downloaded from the Neo Technology servers in a local
folder and then grant access to them to other computers on the network to reduce
Internet traffic.

Data files

When using the program, each protection component, virus search task, and program
update creates a re port. It contains information on completed operations and the
results thereof. By using the  Reports feature, you will always stay up to date on the
operation of any Neo Security Suite component. Should problems arise, you can send
the reports to Neo Techno logy so our specialists can study the situation in greater
depth and help you as quickly as possible.

Neo Security Suite sends all files suspected of being dangerous to a special Quarantine
storage. They are stored there in an encrypted form as to avoid i nfecting the computer.
You can scan these objects for viruses, restore them to their previous locations, delete

them, or add files on your own to the quarantine.

All files that upon completion of the virus scan prove not infected are automatically
restore d to their former locations.

The Backup storage holds copies of files disinfected and deleted by Neo Security Suite.
These copies are created in case it is necessary to restore the files or a picture of their
infection. The backup copies of the files are also stored in an encrypted form to avoid
further infections.

You can restore a file from the backup copy to the original location and delete the copy.
Rescue disk
Neo Security Suite includes a special feature that can create a rescue disk.

Creating su ch a disk can save you if system files are damaged by a virus attack and it is
impossible to load the operating system. In such a case, by using the rescue disk, you
can boot your computer and restore the system to the condition prior to the malicious
acti on.

Support



All register Neo Security Suite users can take advantage of our technical support

service. In order to learn where exactly you can get technical support, use the Support
feature.
Using the links provided, you can go to the Neo Technology pro duct user forum and

browse a list of frequency asked questions that might provide a solution to your
problem . Additionally, you can fill out the special form on the site and send Technical

Support a message regarding an error or a comment on program operat ion.
You will also be able to access Technical Support on -line, and, of course, we will always
be ready to assist you with Neo Security Suite by phone or by e -mail.

THREATS TO COMPUTER SECURITY

A person, a group of people, or even some phenomena unrelated to human activity can
serve as an information security threat. Following from this, all threat sources break
down into three groups:

1 The human factor . This group of threats concerns the actions of peopl e with
authorized or unauthorized access to information. Threats in this group can be
divided into:

1 External/, including cyber criminals, hackers, internet scams,
unprincipled partners, and criminal structures.

1 /nternal , including actions of company staff a nd users of home PCs.
Actions taken by this group could be deliberate or accidental.

i The technological factor . This threat group is connected with technical
problems - equipment used becoming obsolete and poor -quality software and
hardware for processing information. This all leads to equipment failure and
often to data loss.

1 The natural -disaster factor . This threat group includes any number of events
brought on by nature and other events independent of human activity.

All three threat sources must be acc ounted for when developing a data security
protection system. This User Guide only covers the one that is directly tied to Neo
Technology's expertise - external threats involving human activity.

As modern computer technology and comm unications tools develop, hackers have
more opportunities for spreading threats. Let's take a closer look at them:
The Internet

The Internet is unique, since it is no one's property and has no geographical borders. In
many ways, this has promoted develop ment of countless web resources and the
exchange of information. Today, anyone can access data on the Internet or create their
own webpage.

However, these very features of the worldwide web give hackers the ability to commit
crimes on the Internet, making  them difficult to detect and punish as they go.

Hackers place viruses and other malicious programs on Internet sites and disguise it as
useful freeware. Furthermore, scripts that run automatically when you open a webpage
can execute dangerous actions on your computer, including modifying the system
registry, stealing personal data, and installing malicious software.



By using network technologies, hackers can attack remote PCs and company servers.
These attacks can cause parts of your system to malfunctio n or could provide hackers
with complete access to your system and thereby to the information stored on it. They

can also use it as part of a zombie network.

Ever since it became possible to use credit cards and e -money through the Internet in
online stor es, auctions, and bank homepages, online scams have surfaced as one of the
most common crimes.

Intranet

Your intranet is your internal network, specially designed for handling information

within a company or a home network. An intranet is a unified space for storing,
exchanging, and accessing information for all the computers on the network. This
means that if one computer on the network is infected, the others are at great risk of
infection. To avoid such situations, both the network perimeter and each i ndividual
computer must be protected.

E-mail

Since practically every computer has mail clients installed on it and since malicious
programs exploit the contents of electronic address books, conditions are usually right

for spreading malicious programs. T  he user of an infected computer,  he oblivious to the
fact, might send infected e -mails to friends or coworkers who in turn send more
infected e -mails. It is common that infected files  go undetected at are sent out with
business information from a large com  pany. When this occurs, more than a handful of
people are infected. It could be hundreds or thousands, all of whom then send the
infected files to tens of thousands of subscribers.

Beyond the threat of malicious programs lies the program of electronic jun k mail, or
spam. Although not a direct threat to your computer, spam increases the load on mail
servers, eats up bandwidth, fills up your mailbox, and wastes working hours, thereby
incurring financial harm.

Also, note that hackers have begun using mass ma iling programs and social
engineering methods to convince users to open e -mails or click a link to a certain
website. It follows that spam filtration capabilities are both for stopping junk mail and

for counteracting new types of online scans, such as phis hing, and for stopping the
spread of malicious programs.

Removable storage media

Removable media (floppies, CD/DVD -ROMs, and USB flash drives) are widely used for
storing and transmitting information.

When you open a file that contains malicious code fr om a removable storage device,
you can damage data stored on your computer and spread the virus to your computer's
other drives or other computers on the network.

There are a vast number of threats that could affect your co mputer today. This section
will go over the threats that Neo Security Suite blocks.
Worms

This malicious program category largely exploits operating system vulnerabilities to
spread itself. The class was named for the way the worms crawl from computer to



computer, using networks and e -mail. This feature gives many worms a rather high
speed in spreading themselves.

Worms penetrate a computer, search for network addresses of other computers, and

send a burst of self -made copies to these addresses. In addit  ion to network addresses,
worms often utilize data from e -mail client address books. Some of these malicious
programs occasionally create working files on system disks, but they can run without

any system resources at all (with the exception of RAM).

Viru ses

Programs that infected other programs, adding their own code to them to gain control
of the infected files when they are opened. This simple definition explains the
fundamental action performed by a virus - infection .

Trojans

Programs that carry out unauthorized actions on computers, such as deleting
information on drives, making the system hang, stealing confidential information, etc.
This class of malicious program is not a virus in the traditional sense of the word
(meaning it does not infect othe r computers or data). Trojans cannot break into
computers on their own and are spread by hackers, who disguise them as regular
software. The damage that they incur can exceed that done by traditional virus attacks

by several fold.

Recently, the most wides pread type of malicious program damaging computer data has
been worms. Then follow viruses and Trojans. Some malicious programs combine
features of two or even three of these classes.

Adware

Program code included in software, unbeknownst to the user, des igned to display
advertisements. Adware is usually built into software that is distributed free. The
advertisement is situated in the program interface. These programs often also collect
personal data on the user and send it back to their developer, change browser settings
(start page and search pages, security levels, etc.) and create traffic that the user
cannot control. All this can lead to breach of the security policy and to direct financial
losses.

Spyware

Software that collects information about a particular user or organization without their
knowledge. You might never guess that you have spyware installed on your computer.
In general, the goal of spyware is to:

1 trace user actions on a computer;

1 gather information on the contents of your hard drive ; in such cases, this
more often than not involves scanning several directories and the
system registry in order to compile a list of the software installed on the
computer;

I Gather information on the quality of the connection, bandwidth, modem
speed, etc.

Riskware

Potentially dangerous applications include software that has not malicious features but
could form part of the development environment for malicious programs or could be



used by hackers as auxiliary components for malicious programs. This progr am
category includes programs with backdoors and vulnerabilities, as well as some remote
administration utilities, keyboard layout toggles , IRC clients, FTP servers, and all -
purpose utilities for stopping processes or hiding their operation.

Yet another t ype of malicious program that goes along with programs like adware,
spyware, and riskware is programs that plug into your web browser and redirect traffic.
You have most certainly encountered such programs if you have ever opened one web
site when you thou ght you were pulling up another.

Jokes

Software that does not do any direct damage but displays messages stating that
damage has already been done or will be under certain conditions. These programs
often warn the user of dangers that do not exist, such as messages that pop up about
formatting the hard drive (although no formatting actually takes place) or detecting
viruses in uninfected files.

Rootkits

Utilities used to conceal malicious activity. They mask malicious programs to keep anti -
virus program s from detecting them. Rootkits modify the operating system on the
computer and alter its basic functions to hide its own existence and actions that the

hacker undertakes on the infected computer.

Other dangerous programs

Programs created to set up DoS a ttacks on remote servers, hacking into other
computers, and programs that are part of the development environment for malicious
programs. These programs include hack tools, virus builders, vulnerability scanners,
password -cracking programs, and other types of programs for cracking network
resources or penetrating a system.

Hacker attacks

Hacker attacks can be initiated by hackers or by malicious programs. They are aimed

at stealing information from a remote computer, causing the system to malfunction, or
gaining full control of the system's resources. You can find a detailed description of the
types of attacks that Neo Security Suite blocks in the List of network attacks detected
section.

Some types of online scams

Phishing is an online scam that uses mass mailings to steal confidential information

from the user, generally of a financial nature. Phishing e -mails are d esigned to
maximally resemble informative e -mails from banks and well -known companies. These

e-mails contain links to fake sites set up by hackers to copy the site of the organization

that they claim to represent. On this site, the user is asked to enter, for example, his
credit card number and other confidential information.

Dialers to pay -per-use websites - type of online scam using unauthorized use of pay -
per -use Internet services (these are commonly web sites of a pornographic nature).

The dialers inst alled by hackers initiate modem connections from your computer to the
number for the pay service. These numbers often have very high rates and the user is

forced to pay enormous telephone bills.

Intrusive advertising
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This includes popup windows and banne  r ads that open when using your web browser.
The information in these windows is generally not of benefit to you. Popup windows and
banner ads distract the user from the task and take up bandwidth.

Spam

Spam is anonymous junk email, and includes several different types of content: adverts;
political messages; requests for assistance; emails that ask one to invest large amounts

of money or to get involved in pyramid schemes; emails aimed at stealing passwords
and credit card numbers, and emails that ask to be sent to friends (chain letters).

Spam significantly increases the load on mail servers and the risk of loosing important
data.

Neo Security Suite uses two methods for detecting and blocking these threat types:

1 Reactive - this method searches for mal icious files using a threat signature
database that is regularly updated. At least one virus infection is necessary to
implement this method - in order to add threat signature to the database and
distribute database update.

1 Proactive - in contrast to react ive protection, this method is based not on
analyzing the object's code but on analyzing its behavior in the system. This
method is aimed at detecting new threats that are still not defined in the
signatures.

By employing both methods, Neo Security Suite p rovides comprehensive protection for
your computer from both known and new threats.

Warning:

From this point forward, we will use the term "virus" to refer to malicious and
dangerous programs. The type of malicious programs will only be emphasized where
necessary.

There are a number of signs which show that a computer is infected. If you notice that
your computer is doing strange things, specifically:

1 Unexpected messages or images appear on your screen or you hear unusual
sounds;

1 The CD/DVD -ROM tray opens and closes unexpectedly;

1 The computer arbitrarily opens a program without your assistance;

1 Warnings pop up on the screen about a program on your computer attempting
to access the Internet, even though you initiated no such action, then it is more
than likely that your computer is infected with a virus.

There are also several typical traits of a virus infection through e -mail:

1 Friends or acquaintances tell you about messages from you that you never sent;
9 Your inbox houses a large number of messages without return addresses or
headers.

It must be noted that these signs can results from problems other than viruses. They

can sometimes arise from different causes. For example, in the case of the e -mail,
infected message s can be sent with your return address but not from your computer.

There are also indirect indications that your computer is infected:



Your computer freezes or crashes frequently;

Your computer loads programs slowly;

You cannot boot up the operating syst em;

Files and folders disappear or their contents are distorted;

The hard drive is frequently accessed (the light blinks);

The web browser (for example, Microsoft Internet Explorer) freezes up or
behaves unexpectedly (for example, you cannot close the prog ram window).
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In 90% of cases, these indirect systems are caused by malfunctions in hardware or
software. Despite the fact that such symptoms rarely indicate that the computer is

infected, we recommend that, upon detecting them, you run a complete scan of your
computer with the settings recommended by the experts at Neo Technology.

If you notice that your computer is behaving suspiciously...

1. Don't panic! Do not give in to panic. This is the golden rule, and it could save you
from losing important data and from a lot of fretting.

2. Disconnect your com puter from the Internet or local network, if it is on one.

3. If the infection symptom is that you cannot boot from the computer's hard drive
(the computer displays an error message when you turn it on), try booting in
safe mode or with the emergency Microsof  t Windows boot disk that you created
when you installed the operating system on the computer.

4. Before doing anything else, back up your work on removable storage media
(floppy, CD/DVD, flash drive, etc.).

5. Install Neo Security Suite, if you have not done so already.

6. Update program modules and threat signatures and application modules
possible, get the up dates off the Internet from an uninfected computer at a
friend's, an Internet café, or work. It is better to use a different computer, since
when you connect to the Internet with an infected computer, there is a chance
that the virus will send important in  formation to hackers or spread the virus to
the addresses in your address book. That is why if you suspect that you have a
virus, the best thing to do is to immediately disconnect from the Internet. You
can also get threat signature updates on floppy disk from Neo Technology or its
distributors and update your signatures with the disk.

7. Select the security level recommended by the experts at Neo Technology.

8. Starta full computer scan

The most reliable and thought -out measures cannot provide you with 100% protection
from computer viruses and Trojans, but, with this set of rules in mind, you will
significantly lower the likelihood of virus attacks and the level of potential damage.

One of the basic methods of battling viruses is, as in medicine, well -timed prevention.
Computer prophylactics involve a rather small nhumber of rules that, if complied with,
can significantly lower the likelihood of being infected with a virus and losing data.

The basic safety rules are given below. By following them, you can avoid virus attacks.

Rule No. 1: Use antivirus software and Internet  security programs . To do so:

Install Neo Security Suite as soon as possible.

Regularly update the prog ram's threat signatures . You can update the

signatures several times per day during virus outbreaks. In such situations, the

threat signatures on the Neo Technology update servers are updated
immediately.

1 Select the security settings recommended by Neo Te chnology for your
computer. You will be protected constantly from the moment the computer is
turned on and it will be harder for viruses to get onto your computer.

1 Configure the settings for complete scan recommended by the experts at Neo

Technology and sc hedule scans for at least once per week. If you have not
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installed Anti -Hacker, we recommend that you do so to protect your computer
when using the Internet.

Rule No. 2 : Use caution when copying new data to your computer

1 Scan all removable storage drives for viruses (floppies, CD/DVDs, flash drives,
etc.) before using them.

1 Treat e -mails with caution. D o not open any files that have come through e  -mail
if you are not certain that they were really supposed to be sent to you, even if
they were sent by people you know.

1 Be careful with information obtained through the Internet. If any web site
suggests that you install a new program, be certain that it has a security
certificate.

1 If you are copying an executable file from the Internet or local network, be sure
to scan it with Neo Security Suite.

1 Use discretion when selecting which web sites you visit. Many sites are infected
with dangerous script viruses or Internet worms.

Rule No. 3: Pay close attention to information from Neo Technology

In most cases, Neo Technology announces a new outbreak long before it reaches its
peak. The likelihood of the infectio n in such a case is not so great, and once you
download the threat signature updates, you will have plenty of time to protect yourself
from the new virus.

Rule No. 4: Do not trust virus hoaxes , such as prank programs and e -mails about
infection threats.

Rule No. 5: Use the Microsoft Windows Update tool and regularly install Microsoft
Windows operating system updates.

Rule No. 6 : Buy legit copies of software from official distributors

Rule No. 7 : Limit the number of people who are allowed to use your co mputer .

Rule No. 8 : Lower the risk of unpleasant consequences of a potential infection

1 Back up data regularly. If you lose your data, the system can fairly quickly be
restored if you have backup copies. Store distribution floppies, CDs, flash
drives, an d other storage media with software and valuable information in a safe
place.

1 Create a Rescue Disk that you can boot with, using a clean operating system.

Rule No. 9: Regularly inspect the list of programs installed on your computer . To do so,
open Install/Remove Programs in the Control Panel or view the contents of the  Program
Files directory or the st artup folder. You can discover software here that was installed

on your computer without your knowledge, for example, while you were using the
Internet or installing a program. Some of them are almost always potentially dangerous
programs.

PROGRA MNTERFACE

1. Where is the system tray icon ?

Right after installing Neo Security Suite, its icon for it will appear in the system tray.

The icon is a sort of indicator for Neo Security Suite operations. It reflects the state of
protection and shows a number of  basic functions performed by the program.

If the icon is active jﬁ (color), it means that protection is enabled on your computer. If

the icon is inactive & (black and white), this means that your protection is either fully
disabled or some protection components  are temporarily disabled.
The Neo Security Suite icon changes in relation to the operation bei ng performed:
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E-mail being scanned.

Script being scanned.

%E":"ﬂ B

A file that you or some program are opening, saving, or running is being scanned.

ﬁ Neo Security Suite threat sig  natures and program modules are updated

@ An error has occurred in some Neo Security Suite component.

The icon also provides access the basics of the program interface: context menu and
the main window .

To open the context menu, right  -click on the program icon.

To open the Neo Security Suite main window on the Protection section (this is the
default first screen when you open the program), double -click the program icon. If you
click once, the main window will open to the section that was active when you last
closed it.

2. What is the Context menu ?

You can run basic protection tasks from the context menu.

The Neo Security Suite menu contains the following items:
Scan My Computer - start a complete scan of your computer for dangerous
objects. The files on all drives, including removable storage media, will be
scanned.
Virus scan... - select objects and start a virus scan of them. By default, the list
contains a number of files, such  as the My Documents folder, the Startup folder,
e-mail databases, all the drives on your computer, etc. You can add to the list,
select files to be scanned, and launch virus scans.
Update - download program module updates and Neo Security Suite threat
sign atures and install them on your computer.
Network Monitor - view the list of network connections established, open ports,
and traffic.
Activate - activate the program. This menu item is only available if the program
is not activated.

Block network traffic - temporarily block all the computer's network
connections. When you select this item from the menu, the Anti -Hacker Security

level will change to Block all . If you want to allow the computer to interact with
the network, select this item from the context menu again.

Settings... - view and configure settings for Neo Security Suite.

Open Neo Security Suite - open the main program window

Pause protection / Resume protection - temporarily disable or enable  protection
components . This menu item does not affect program updates or virus scan
tasks.

Exit - complete your work  with Neo Security Suite.
If a virus search task is running, its name will be displayed in the context menu with a
percentage progress meter. By selecting the task you can go to the report window to
view current performance results.

3. Which is main progr am window ?

The Neo Security Suite main window provides you with a simple and easy -to-use
interface for interacting with the program. It can be divided into two parts:

91 the left part of the window, the  navigation panel/ , can switch quickly and easily to
any component, virus scan task performan ce, or the program's help features;

1 The right part of the window, the  information pane/ , contains information in the
protection component selected in the left part of the window and displays
settings for each of them, giving you tools for carrying our viru s scans, working
with quarantined files and backup copies, managing license keys, etc.
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After selecting a section or component in the left part of the window, you will find
information in the right -hand part that matches your selection.

Each element of the navigation panel is accompanied by a special context menu. Thus,
the menu contains points for the protection components and tools that help the user
quickly configure them, manage them, and view reports. There is an additional menu
item provided for virus  scan tasks that you can use to create your own task based on a
selected one.

You can change the appearance of the program by creating and using your own
graphics and color schemes.

4. How can | open the program setting window ?

You can open the Neo Secu rity Suite settings window from the main window . To do
so, click Settings in the upper part of it.
The settings window is designed |  ike the main window:

1 the left part of the window gives you quick and easy access to the settings for
each of the program components, virus search tasks, and program tools;

I The right part of the window contains a list of settings for the component, task,
etc. selected in the left part of the window.

When you select any section, component, or task in the left part of the settings window,
the right part will display the basic settings for it. To configure advanced settings, you
can open a second and third lev el settings window. You can find a detailed description
of how to configure settings in Help.

GETING STARTED

One of the main goals of the Neo Technology specialists in making Neo Security Suite

was to provide optimum configuratio n for all the program's options. This makes it
possible for a user with any level of computer literacy to protect their computer right

after installation without spending hours on the settings.

However, configuration details for your computer or the jobs you do with it can have
their own specifics. That is why we recommend performing a preliminary configuration

to achieve the most flexible, personalized approach to protecting your computer.

For the user's convenience, we have united the preliminary config uration stages in one
Initial Setup Wizard interface that starts as soon as the program is installed. By
following the Wizard's instructions, you can activate the program, configure settings for
updates and running virus scans, password -protect access to the program, and
configure Anti -Hacker to fit the properties of your network.

After completing install ation and starting the program, we recommend taking the
following steps:

1 Check the current protection status to make sure that Neo Security Suite is
operating on the appropriate level.

Perform Anti -Spam T raining on your e -mails.

Update the program (if the Setup Wizard did not do so automatically after
installing the program).

1 Scan the computer _for viruses.

f
f

The Neo Security Suite 2.0 Setup Wizard starts at the end of program installation. Its
task is to help you perform the initial configuration of application parameters basing on

specific features and tasks of your computer.

The Setup Wizard interface is designe d like a standard Microsoft Windows Wizard and
consists of a series of steps that you can move between using the Back and Next
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buttons or complete using the  Finished button. The Cancel button will stop the Wizard
at any point.

You can skip this initial se ttings stage when installing the program by closing the
Wizard window. In the future, you can run it again from the program interface if you
restore the default protection settings for Neo Security Suite.

You can activate the program by installing a license key that Neo Security Suite will use
to check for a license and to determine i ts expiration date.

The license key contains system information necessary for the all the program's
features to operate and other information:

1 support information (who provides the support and where you can obtain it);
1 Name, number, and expiration date o  f your license.

Warning!
You must have an Internet connection to activate the program. If you are not connected
to the Internet during installation, you can activate the program _ later from the program
interface.
Depending on whether you have a license key for Neo Security Suite or need to obtain
one from the Neo Technology server, you have several opti ons for activating the
program:
Activate using the activation code . Select this activ ation option if you have

purchased the full version of the program and were provided with an activation code.
Using this code, you will receive a license key that provides you with complete access
to all the program's features until the license expires.

Activate trial version.  Select this activation option if you want to install the trail
version of the program before making the decision to buy a commercial version. You
will be provided with a free license key with a limited trial period.

Apply existing license key . Activate the program using Neo Security Suite 2.0
license key file, obtained earlier.

Activate later . If you choose this option, you will skip the activation stage. Neo
Security Suite 2.0 will be installed on your computer and you will have acce ss to all
program features except updates (you can only update the threat signatures once after
installing the program).

The first two activation options use a Neo Technology web server, which requires an
Internet connection. Before activating, make sure to edit your network settings in the
window that opens when you click LAN settings (if necessary). For more in -depth
information on configuring network settings, contact your system administrator or ISP.

To activate the program, you must enter the activation code that was provided when

you purchased the program. The activation code must be entered using the Roman
alphabet.
Enter your personal information in the lower part of the window: full name, e -mail

address, and country and city of residence. This information might be requested to
identify a registered user if, for example a k ey is lost or stolen. In such a case, you can
obtain a new license key with the personal information.
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The Settings Wizard connects to Neo Technology servers and sends them your
registration data (the activation code and person al information), which are inspected
on the server.

If the activation code passes inspection, the Wizard receives a license key file. If you
install the demo version of the program, the Settings Wizard will receive a trial key file
without an activation ¢ ode.

The file received will be installed automatically to use the program and you will see an
activation completion window with detailed information on the license.

If the activation code does not pass inspection, you will see a corresponding message
on the screen. If this occurs, contact the software vendors from whom you purchased
the program for information.

If you have a license key file for Neo Security Suite 2.0, the Wizard window will ask if
you want to install it. If you do, use the Browse button and select the path for the file
(with .key extension) in the standard file selection window.

After you have successfully installed the key, you will see information about the license

in the lower part of the window:  name of the person to whom the software is registered,
license number, license type (full, beta  -testing, demo, etc.), and the expiration data for
the license.

The Settings Wizard shall inform you that the prog ram has been successfully activated.

It will also display information on the license key installed: name of the person to whom

the software is registered, license number, license type (full, beta -testing, demo, etc.) |,
and the license expiration date.

In this window, the Settings Wizard asks you to select the security mode that the
program will be operated with:

Basic protection . This is the default setting and is designed for users, who do

not have extensive experience  with computers or anti  -virus software. It sets all

t he programds component s to their recommended
informs the user of dangerous events, such as detecting malicious code or

dangerous actions being executed.

Interactive protection . This mode provides more customized defense of your

computerf6s data than Basic mode. It can trace at
suspicious activity in the system, and unauthorized activity on the network. All
of the activities listed above could be signs of malicious programs or standard

activity for some of the programs you use on your computer. You will have to
decide for each separate case whether those activities should be allowed or
blocked. If you choose this mode, specify when it should be used:

Enable Anti -Hacker Training Mode & prompts user to accept actions when
programs installed on your computer attempt to connect to a certain network
resource. You can either allow or block that connection and configure an Anti -
Hacker rule for that program. If you disable Training Mode, Anti -Hacker runs
with minimal protection settings, meaning th at it grants all applications access
to network resources.

Enable Registry Guard & promp ts user for a response when attempts to
modify system registry keys are detected.



If the application is installed on a computer running Microsoft Windows XP
Professional x64 Edition or Microsoft Windows Vista x64, the interactive mode
settings listed below  will not be available.

Enable Application Integrity Control O prompts user to accept  actions when
attempts are made to embed modules into monitored applications.

Enable Exte nded Proactive Defense & analyzes all suspicious application
activity in the system, including browsers opening with command line settings,
injection into application processes, and injection of window hook interceptors
(disabled by default).

9. How do | conf igure update settings?
Protection quality on your computer directly depends on updating the threat signatures
and program modules regularly. In this window, the Settings Wizard asks you to select
a program update setting and configure schedule properties.

Automatically . Neo Security Suite checks the update source for updates at
specified i ntervals. During virus outbreaks, the check frequency may increase, and
decrease when they are gone. If it finds new updates, Anti -Virus downloads them and
installs them on the computer. This is the default setting.

Every 1 day(s) at 3:00 PM (time changes depending on settings). Updates will run
automatically according to the schedule crea ted. You can configure the schedule
properties in another window by clicking Change .

Manually . If you choose this option, you will run program updates yourself.
Note that the threat signatures and program modules included with the software may
be outdated by the time you install the program. That is why we recommend
downloading the latest program updates. To do so, click Update now . Then Neo
Security Suite will download the necessary updates from update sites and will install
them on your computer.
If you want to configure updater settings (set up network properties, select the
resource f rom which updates will be downloaded, or indicate the update server nearest
to your location), click  Configure .

10. How do | configure a virus scan Schedule?
Scanning selected areas of your computer for malicious objects is one of the key tasks
in protecting your computer.
When you install Neo Security Suite, three default virus scan tasks are created. In this
window, the Settings Master asks you to choose a scan task setting:
Scan Startup objects

By default, scan of the startup objects is performed automa tically at Neo Security Suite
startup. You can change the schedule settings in the dialog box, which opens using the
Change button.

Scanning Critical Areas

In order to scan critical areas of your computer (system memory, Startup objects, boot
sectors, Mi crosoft Windows system folders) for viruses automatically, check the
corresponding box. You can configure the schedule properties in another window by
clicking Change .



The default setting for this automatic scan is disabled.
Complete Scan

For a full vir us scan of your computer to run automatically, check the box in the
corresponding section. You can configure the schedule properties in another window
by clicking Change .

The default setting for running this task according to schedule is disabled. However , we
recommend running a full virus scan of your computer immediately after installing the
program.

11. How do | restrict application access?

Since several people with different levels of computer literacy might use a personal
computer, and since maliciou s programs can disable protection, you have the option of
password -protecting access to Neo Security Suite. Using a password can protect the
program from unauthorized attempts to disable protecting or change settings.

To enable password protection, check Enable password protection  and complete
the Password and Confirm new password fields.
Below, specify the area that you want password protection to apply to:

All operations (except notifications of dangerous events) . Request password if the
user attempts any action with the application except for responses to dangerous object
detection notifications.

Selected operations:

Saving program settings - request password when a user attempts to save
changes to program settings.

Exiting the program - request password when user attempts to exit the
application.
Stopping / pausing protection components and virus scan tasks - request

password if user attempts to pause or fully disable any protection component or
virus scan task.

Anti-Hacker is the Neo Security Suite that secures your computer on local networks
and the Internet. At this stage, the Settings Master asks you to create a list of rules that
will guide Anti -Hacker when analyzing your computer's network activity.

I n this stage, the Settings Wi zard analyzes your
Based on the analysis, the entire network space is broken down into conventional zone:

Internet & the World Wide Web. In this zone, Neo  Security Suite operates as a
personal firewall. In doing so, default rules for packets and applications
regulate all network activity to ensure maximum security. You cannot change
protection settings when working in this zone, other than enabling Stealth Mode
on your computer for added safety.



Security zones 9§ certain conventional zones that mostly correspond with
subnetworks that your computer is included on (this could be local subnetworks

at home or at work). These zones are by default average risk -level zones when
working in them. You can change the statuses of these zones based on how
much you trust a certain subnetwork, and you can configure rules for packet
filtering and applications.

All detected zones will be displayed on the list. Each of them is shown with a
description, address and subnetwork mask. The list also contains statuses according to

which any given network activity will be allowed or blocked within the scope of Anti -
Hacker component operation:

1 Internet . This is the default status assign ed to the Internet, since when you are
on it; your computer is subjected to all potential threat types. This status is also
recommended for networks that are not protected by any anti -virus programs,
firewalls, filters, etc. When you select this status, th € program ensures
maximum security while you are using this zone, specifically:

1 blocking any network  NetBIOS activity within the subnetwork;
1 Blocking rules for applications and packet filtering that allow NetBIOS
activity within this subnetwork.

Even if you have created a shared folder, the information in it will not be
available to users from sub networks with this status. Additionally, if this status
is selected for a certain subnetwork, you will not be able to access files and
printers of this subnetwor k.

1 Local Network . The program assigns this status to the majority of security zones
detected when it analyzes the computerds net wo
Internet. It is recommended to apply this status to zones with an average risk
factor (for example, corporate LANS). If you select this status, the program

allows:
1 anynetwork NetBIOS activity within the subnetwork;
1 Rules for applications and packet filtering that allow NetBIOS activity

within this subnetwork.

Select this status if you want to grant a  ccess to certain folders or printers on
your computer but block any other outside activity.

I Trusted . Itis only recommended to apply this status to zones that in your opinion
are absolutely safe where your computer is not subject to attacks and attempts
to gain access to your data. If you select this status, all network activity is
allowed. Even if Maximum Protection is selected and block rules are created,
they will not function for remote computers from a trusted zone.

You can use Stealth Mode for added security when using networks labeled Internet .
This feature only allows network activity initiated from your computer. This actually

means that your computer becomes invisible to its surroundings. This mode does not
affect your comput er Gdéntepmer.r f or mance on th

We do not recommend using Stealth Mode if the computer is being used as a server (for
example, a mail or http server). Otherwise, the computers that connect to the server
will not see it as connected.

To change the status of a zone or to enabl  e/disable Stealth Mode, select it from the list,
and use the appropriate links in the Rule description box below the list. You can
perform similar tasks and edit addresses and subnetwork masks in the Zone settings
window, which you can open by clicking Edit.



You can add a new zone to the list while viewing it. To do so, click Refresh . Anti -Hacker
will search for available zones for registration, and if any are detected, the program will

ask you to select a status for them. In addition, you can add new zones to the list
manually (for example, if you connect your laptop to a new network). To do so, use the

Add button and fill in the necessary information in the Zone settings window.

To delete the network from the list, click the Delete button.

The Settings Wizard analyzes the software installed on your computer and creates a list

of applications that use a network connection.

Anti -Hacker creates a rule to control network activity for each such application. T he
rules are applied using templates for most common applications that use network
connections, created at Neo Technology and included with the software.

You can view the list of network applications and the rules for them in the Anti -Hacker
settings wind ow, which you can open by clicking  Applications .

For added security, we recommend disabling DNS caching when using Internet
resources. This feature drastically cuts down on the time your computer is connected

to the needed Internet resource; however, it i s at the same time a dangerous
vulnerability, and by using it, malefactors can create data leaks that cannot be traced

using the firewall. Therefore, to increase the degree of security for your computer, we
recommend disabling this feature, which saves inf ormation about domain names in the
cache.

PROTECTION STATUS

Composite information on your computer's protection is provided in the main window of

Neo Security Suite in the Protection section. The current protection status  of the
computer and the general performance statistics  of the program are displayed here.
Protection status displays the current state of protection for your computer using
special indicators . Statistics _contains the figur es for current program operation.

2. How do | scan my computer for viruses?

After installation, the program will without fail inform you with a special notice that the
computer has not yet been scanned and will recommend that you scan it for viruses
imme diately.

Neo Security Suite includes a task for a computer virus scan. It is located in the
program's main window inthe  Scan section.

After selecting the task with the name My Computer , you will be able to view
statistics for the most recent computer scan in the right -hand part of th e main window
and task settings: what level of protection was selected and what actions will be taken

for dangerous objects.

To scan your computer for malicious programs,

Click the Scan button in the right -hand part of the screen.

As a result, the progr am will start scanning your computer, and the details will be
shown in a special window. When you press the Close button, the window with
information on the scan progress will close, although the scan will continue.

3. How do | scan critical regions of my c  omputer?
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There are areas on your computer that are critical from a security perspective. These

are the targets of malicious programs aimed at damaging your operating system,
processor, memory, etc.

It is extremely important to protect these critical areas of your computer to ensure that
it keeps running. For your convenience, we have preprogrammed a special virus scan
task for these areas. It is located in the program's main window in the Scan section.

After selecting the task with the name Critical areas , you will be able to view
statistics for the most recent scan of these areas in the right -hand part of the main
window and task settings: what level of protection was selected and what actions are
applied to security threats. Here you can select which critical areas you want to scan

and immediately start a virus scan in the selected areas.

To scan critical areas of your computer for malicious programs,

Click the Scan button in the right -hand part of the screen.

As a result, a scan of the selected areas will begin, and the details w ill be shown in a
special window. When you press the  Close button, the window with information on the
scan progress will close, although the scan will continue.

There are situations when it is necessary to scan individual objects for viruses but not

the entire computer. For example, one of the hard drives, on which your programs and
games, e -mail databases brought home from work, and archived files that came with e -
mail are located, etc. You can select an o bject for scan with the standard tools of the
Microsoft Windows operating system (for example, in the Explorer program window or
on your Desktop , etc.).

In order to launch an object scan,

Place the cursor or the name of the selected object, open the Micr osoft Windows
context menu by right -clicking the mouse button, and select Scan for viruses .

A scan of the selected object will then begin, and the details will be shown in a special
window. When you press the  Close button, the window with information on't  he scan
progress will close, although the scan will continue.

One of the steps in getting started is training Anti -Spam using your e -mails. Spam is
junk e -mail, although it is very difficult to say what constitutes spam for a ny given user.
Of course, there are mail categories which can be applied to spam with a high degree of
accuracy (for example, mass mailings, advertisements), but such e -mails could belong
in the inbox of some users.

Therefore, we ask that you determine yo  urself what mail is spam and what isn't. Neo
Security Suite will ask you after installation if you want to train Anti -Spam to
differentiate between spam and good mail. You can do this with special buttons that

plug into your mail client (Microsoft Office O utlook, Microsoft Outlook Express, The
Bat!) or using the special training wizard.

Warning!
This version of Neo Security Suite does not provide Anti -Spam plug -ins for the 64 -bit
builds of Microsoft Office Outlook, Microsoft Outlook Express or The Bat!

To train Anti -Spam with the special buttons,

1. Your computer's default mail client (ex. Microsoft Office Outlook). You will see
two buttons on the toolbar:  Spam and Not spam .

2. Select a good e -mail or group of e -mails that contains good e -mail and click Not
spam. From this point onward, e -mails from the senders in the e -mails you
selected will always be processed as not spam.



3. Select an e -mail that you consider spam, a group of e -mails, or a folder with
such e -mails and click Spam. Anti-Spam will analyze the co ntents of these e -
mails, and in the future it will consider all e -mails with similar contents to be
spam.

To train Anti -Spam using the Training Wizard,

1. Select Anti -Spam in the Protection section of the main program window and
click Settings .

2. Inthe right -hand part of the settings window, click Training Wizard .

3. In the first step, select folders of your mail client that contain e -mail that is not
spam. Click the Next button.

4. Inthe second step, specify folders with spam. Click the Next button.

The training process is based on the folders t hat you specify.

When an e -mail arrives in your inbox, Anti  -Spam scans it for spam content and adds a
special [Spam] tag to the subject line of spam. You can configure a special rule in your

mail client for these e -mails, such as a rule that deletes them or moves them to a special
folder.

Neo Technology updates the threats signatures for Neo Security Suite and its program
modules using dedicated update servers.

The Neo Technology's update servers  are the Neo Technology i nternet sites where the
program updates are stored.

Warning!
You will need a connection to the Internet to update Neo Security Suite.

By default, Neo Security Suite automatically checks for updates on the Neo Technology
servers. If the server contains  a fresh set of updates, Neo Security Suite will download
and install them in the silent mode.

To update Neo Security Suite on your own,

Select the Update component in the Service section of the main program window and
click the Update now! button in the right -hand part of the window.

As a re sult, Neo Security Suite will begin to be updated. All the details of the process
with are displayed in a special window.

If problems or errors arise in the performance of any protection component, be sure to

check its status.

If the component status is  not running or running (subsystem malfunction ), try
restarting Neo Security Suite.

If the problem is not solved by restarting the program, you are advised to correct
possible errors with the help of program r estoration utility ( Start Y Programs Y Neo
Security Suite 2.0 Y Modify, Repair or Remove ).

If the problem is not solved by repairing the program, you are advised to contact Neo
Technol ogy Technical Support Service. Pl ease save a
programods p e rafdosend aitntc Neo Technology beforehand, to help our
Technical Support specialists understand the problem in depth.

To save the report to file,



1. Select the component in the Protection section of the main window of the
program and left -click anywhere in the Statistics section.

2. Click the Save as button and in the window that opens specify the name of the
file in which the component's performance report will be saved.

To save a report for all Neo Security Suite components at once (protection components,
virus scan tasks, support features),

1. Select the Protection section in the main window of the program and left -click
anywhere in the Statistics section.

Or

Click All reports in the report window for any component. Then the Reports tab
will list reports for  all program components.

2. Click the Save as button and in the window that opens specify the name of the
file in which the program's performance report will be saved.

PROTECTION MANAGEMENT

By defa ult, Neo Security Suite boots at startup and protects your computer the entire

time you are using it. The words  Neo Security Suite 2.0 in the upper right -hand corner of
the screen let you know this. All  protection components  are running.

You can fully or partially disable the protection provided by Neo Security Suite.

Warning!
The Neo Technology special ists strongly recommend that you do not disable
protection, since this could lead to an infection on your computer and data loss.

Note that in this case protection is discussed in the context of the protection
components. Disabling or pausing protection components does not affect the
performance of virus search tasks and program updates.

Pausing protection means temporarily disabling all the protection components that
monitor the files on your computer, inco ming and outgoing mail, executable scripts,
application behavior, and Anti  -Hacker and Anti -Spam.

To pause Neo Security Suite operation,

1. Select Pause protection in the program's context menu .
2. Inthe Pause protection window that opens, select the period of time have which
you want protection to be enabled:
1 In <time interval> - protection will be enabled this amount of time later.
Use the d ropdown menu to select the time interval.
1 At next program restart - protection will be enabled if you open the
program from the Start menu or after restarting your computer
(provided the program is setto  start automatically on startup ).
1 By user request only - protection will be disabled until you start it
yourself. To enable protection, select Enable pr otection from the
program's context menu .

Tip:
You can disable protection on your computer using one of the following methods:


mk:@MSITStore:C:\Archivos%20de%20programa\Neo%20Technology\Neo%20Security%20Suite%202.0\Doc\context.chm::/help11.html#wp5000478
mk:@MSITStore:C:\Archivos%20de%20programa\Neo%20Technology\Neo%20Security%20Suite%202.0\Doc\context.chm::/help16.html#wp5000546
mk:@MSITStore:C:\Archivos%20de%20programa\Neo%20Technology\Neo%20Security%20Suite%202.0\Doc\context.chm::/help50.html#wp5000880
mk:@MSITStore:C:\Archivos%20de%20programa\Neo%20Technology\Neo%20Security%20Suite%202.0\Doc\context.chm::/help16.html#wp5000546

Clthec k buttoninthe protection section.
S e |Eritcftom the context menu. Then the program will unload itself from your

computer's memory

As a resul t of temporarily disabling protection, all protection components will be
paused. This is indicated by:

1 Inactive (gray) names of the disabled components in the Protection section of
the main window.

1 Inactive (black and white) system tray icon.

1 The third protection indicator  on your computer, which points to the fact that

All protection components are paused

Fully disabling p rotection means stopping your protection components. Virus scan
tasks and updates continue to work in this mode.

If protection is fully disabled, it can be only be enabled by user demand. Protection
components are not automatically enabled after restartin g the system or the program in
such a case. Remember that if Neo Security Suite is somehow in conflict with other
programs installed on your computer, you can pause individual components or create

an exclusion list.

In order to fully disable computer protection,

1. Open the Neo Security Suite main window.
2. Selectthe Protection section and click Settings .
3. Inthe program settings window, uncheck Enable protection

As a result of disabling protection, all protection componen ts will be stopped. This is
indicated by:

1 Inactive (gray) names of the disabled components in the Protection section of
the main window.

1 Inactive (black and white) system tray icon.

9 The third protection indicator  on your computer, which points to the fact that

All protection components are disabled
If at some point you paused or fully disabled protection on your computer, you can
enable it using one of the following methods:
1 From the context menu.
To do so, select Enable protection
1 From the program’'s main window

To do so, click the button on the status line in the  Protection section of the
main window.
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The protection status immediately changes to running . The program's system tray icon
becomes active (color). The third computer protection indicator  will also inform you

that All protection components are  running.

One step in getting started is training Ant i-Spam to work with your emails and filter out
junk. Spam is junk email, although it is difficult to say what constitutes spam for a given
user. While there are email categories which can be applied to spam with a high degree

of accuracy and generality (fo r example, mass emailing , advertisements), such emails
could belong in the inbox of some users.

If network connections that the program monitors are established on your computer

when you close the program, a notice will appear on the screen stating that th ese
connections will be disabled. This is necessary for the program to shut down correctly.
The connections are cut off automatically after ten seconds or by clicking Yes. The

majority of connections terminated will be restored after some time.

Note that if you are downloading a file without a download manager when the
connection is terminated, the file transfer will be interrupted. You will have to download
the file over again.

You can choose not to interrupt the connections by clicking No in the notice window. If
you do so, the program will continue running.

If you closed the program, you can enable computer protection again by opening Neo
Security Suite ( Start YPrograms Y Neo Security Suite 2.0 Y Neo Security Suite 2.0
Protection can also be resume d automatically after restarting your operating system.

To enable this feature, select the Protection section in the program settings

window and check Launch Neo Security Suite at startup

Neo Security Suite protects you from various types of malicious programs. Regardless

of your settings, the program always scans and neutr alizes viruses, Trojans, and hack
tools. These programs can do significant damage to your computer. To make your
computer more secure, you can expand the list of threats that the program will detect

by enabling monitors for various potentially dangerous pr ograms.

To choose what malicious programs Neo Security Suite will protect you from, select the

Protection section in the program sett ings window .
The Malware categories box contains threat types :

Viruses, worms, Trojans, hack tools . This group combines the most common and
dangerous categories of malicious programs. This is the minimum admissible security
level. Per recommendations of the experts at Neo Technology, Neo Security Suite
always monitors this category of malicious program.

Spyware, adware, dialers . This group includes potentially dangerous software that
could inconvenience a user or do significant damage.

Potentially dangerous software (riskware) . This group includes programs that are
not malicious or dangerous, however under cert ain circumstances they could be used
to cause harm to your computer.
The groups listed above govern the completeness of utilizing the threats signatures
when scanning objects in real time and when searching for viruses on your computer.
If all groups are selected, Neo Security Suite provides the fullest possible anti -virus
protection for your computer. If the second and third groups are disabled, the program
will only protect you from the most common malicious programs. This does not include
potentially d angerous programs and others that could be installed on your computer
and could damage your files, steal your money, or take up your time.
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Neo Technology does not recommend disabling monitoring for the second and third
groups. If a situation arises when N eo Security Suite classifies a program as riskware
but you do not feel that it is dangerous, you can configure exclusi on for it.

A trusted zone is a list of objects that the user creates that Neo Security Suite does not
monitor. Other words, it is a set of programs excluded from protection.

The user creates a trusted zone based on the pr operties of the files he uses and the
programs installed on his computer. You might need to create such an exclusion list if,

for example, Neo Security Suite blocks access to an object or program and you are
sure that the file or program is absolutely safe

You can exclude files of certain formats from the scan, use a file mask, or exclude a
certain area (for example, a folder or a program), program processes, or objects
according to the status that the program assigns to objects during a scan.

Attention!

An exclusion object is not scanned when the disk or folder where it is located is
scanned. However, if you select that object specifically, the exclusion rule will not be
applied.

In order to create an exclusion list,

1. Open the Neo Security Suite settin gs window and select the Protec tion
section.

2. Click the Trusted Zone buttoninthe General section.

3. Configure exclusion rules for objects and create a list of trusted applications in
the window that opens.

Exclusion rules are sets of conditions that Neo Security Suite uses to know not to scan
an object.

You can exclude files of certain formats from the scan, use a file mask, or exclude a
certain area (for example, a folder or a program), program processes, or objects
according verdict.

The verdict is the status that Neo Security Suite assigns to an object during the scan. A
verdict is based on the classification of malicious and potentially dangerous programs
found in the Neo Technology Virus Encyclopedia.

Potentially dangerous software does not have a malicious function but can be used as
an auxiliary component for a malicious code, since it contains holes and errors. This
categories include , for example, remote administration programs, IRC clients, ftp
services, all -purpose utilities for stopping proce sses or hiding them, key loggers,

password macros, auto dialers, etc. Such software is not classified as viruses, but it
can be divided into several types, e.g. Adware, Jokes, Riskware, etc. (for more
information on potentially dangerous programs detected by Neo Security Suite, see the

Virus Encyclopedia at www.viruslist.com ). Resulting from the scan, such programs may
be blocked. Since several of them are widely used by users, you have the option of
excluding them from the scan. To do so, you must specify the verdict assigned to that
program as an exclusion.

For example, you use a Remote Administrator program frequently in your work. This is a
remote access system with which you can work from a remote computer. Neo Security
Suite views this sort of application activity as potentially dangerous and may block it. To

keep the application from being block, you must create an exclusion rule that specifies

"not -a-virus:RemoteAdmin.Win32.RAdmin.22" as the verdict.

When you add an exclusion, a rule is created that several program components ( File
Anti -Virus and virus scan tasks can later use. You can create exclusion rules in a
special window that you can open from the pr ogram settings window, from the notice
about detecting the object, and from the report window.

To add exclusions on the Exclusion Mask tab.
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1. Click onthe Add button in the Exclusion Mask window.
2. In the window that opens, click the exclusion type in the Properti es section:

Object - exclusion of a certain object, directory, or files that match a
cer tain mask from scans.

Verdict - excluding an object from the scan based on its status fr om
the Virus Encyclopedia classification.

If you check both boxes at once, a rule will be created for that object
with a certain status according to Virus Encyclopedia classification. In
such a case, the following rules apply:

1 If you specify a certain fi le as the Object and a certain status in
the Verdict section, the file specified will only be an exclusion if
during the scan it is classified as the threat selected.

I If you select an area or folder as the Object and the status (or
verdict mask) as the Verdict, then objects with that status will
only be excluded from the scan in that area or folder.

3. Assign values to the selected exclusion types. To do so, left -click in the
Description section on the specify link located next to the exclusion type:

f

For the Object type, enter its name in the window that opens (this can be

a file, a particular directory, or a file_mask ). Check Include
subfolders for the object (file, file mask, folder) to be recu rsively
excluded from the scan. For example, if you assigned C:\Program
Files\winword.exe as an exclusion and checked the subfolder option, the

file winword.exe will be excluded from the scan if found in any
C:\Program Files subfolders.

Enter the full nam e of the threat that you want to exclude from scans as
given in the Virus Encyclopedia or use a mask for the Verdict .

For some verdicts, you can assign advanced conditions for rule
application in the Advanced settings field. In most cases, this field is
filled in automatically when you add an exclusion rule from a Proactive
Defense notification.

You can add advanced settings for the following verdicts, among others:

1 /nvader . For this verdict, you can give a name, mask, or complete
path to the object being embed (for example, a .dll file) as an
additional exclusion condition.

1 Launching Internet Browser . For this verdict, you can list
browser open settings as additional exclusion settings.

For example, you blocked browse rs from opening with certain
settings in the Proactive Defense application activity analysis.
However, you want to allow the browser to open for the domain
www.kasperky.com with a link from Microsoft Office Outlook as

an exclusion rule. To do so, select Mi  crosoft Office Outlook as the
exclusion Object and Launching Internet Browser  as the Verdict ,
and enter an allowed domain mask inthe  Advanced settings field.

4. Define which Neo Security Suite components must use this rule. If al is
selected, this rule will  apply for all components. If you want to restrict the rule to
one or several components, click on all, which will change to selected . In the
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window that opens, check the boxes for the components that you want this
exclusion rule to apply to.

To create an exclusion rule from the program notification that it has detected a
dangerous object:

1. Use the Add to trusted zone link in the notification window.

2. In the window that opens, be sure that all the exclusion rule settings suit you.
The object name and threat type assigned to it are filled in automatically based
on the information from the notification. To create the rule, click OK.

To create an exclusion rule from the report window:

1. Select the object in the report that you want to add to the exclusions.

2. Open the context menu and select Add to trusted zone

3. The exclusion settings window will then open. Be sure that all the exclusion rule
settings suit you. The object name and threat type assigned to it are filled in
automatically based on the information in the report. To create the rule, click
OK.

In the Selecting an exclusion component/task window, you can define which Neo
Security Suite components or tasks will use the exclusion rule.

All virus scan tasks use excl usion rules by default. If the rule does not need to apply to
any of these components, uncheck the box next to that task or component.

You can enter exclusion objects in the Object name window. This could be a file, a file
mask , or a directory. You can select an object from the directory tree or enter it in the
Object field.

Let's look at some examples of permitted masks that you can use when create file
exclusion lists:

1. Masks without file paths:
1 *.exe - all files with the extension . exe
1 *.ex? - all files with the extension . ex?, where ? can represent any one
character
1 test - all files with the name fest
2. Masks with absolute file paths:
T C:\dir\*.* or C:\dir\* or C:\dir\ - all files in the folder C:ldir|
T C:\dir\*.exe - all files with the extension. exe in the folder C:ldir|
1 C:\dir\*.ex? - all files with the extension . ex?in the folder C:ldir |, where ?
can represent any one character
I C:\dir\test - only the file C:ldir Itest

If you do not want the program to scan files in the subfolders of this folder,
check Include subfolders when creating the ma sk.

3. Masks with relative file paths:
M dir\*.* or dir\* or dir\ - all files in all dlir Ifolders
9 dir\test - all test files in dir| folders
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1 dir\*.exe - all files with the extension. exein all dir| folders
1 dir\*.ex? - all files with the extension . ex?in all dirlfolders , where ? can
represent any one character

If you do not want the program to scan files in the subfolders of this folder,
check Include subfolders when creating the mask.
Tip:
** and * exclusion masks can only be used if you assign an excluded threat verdict.
Then the threat specified will not be detected in any objects. Using these masks without
selecting a verdict essentially disables monitoring.
We also do not recommend that you select a virtual drive as an exclusion that was
created on the basis of a file system directory using the subst command. There is no
point in doing so, since during the scan, the program perceives such a virtual drive as a
folder and consequently scans it.

When adding threats with a certain verdict from Virus Encyclopedia classification as
exclusions, you can specify:

1 the full name of the threat as given in the Virus Encyclopedia at
www.viruslist.com _ (for example, not-a-viru s:RiskWare.RemoteAdmin.RA.311  or
Flooder.Win32.Fuxx);

1 Threat name by mask. For example:

1 not-a-virus* - exclude legal but potential dangerous programs from the
scan, as well as joke programs.

*Riskware.* - exclude riskware from the scan.

*RemoteAdmin.* - exclude all remote administration programs from the

scan.

f
f

For some verdicts, you can assign advanced conditions for applying rules in the
Advanced settings field. In most cases, this field is filled in automatically when you add
an exclusion rule from a P roactive Defense notice.

You can add advanced settings for the following verdicts, among others:

1 /nvader . For this verdict, you can give a hame, mask, or complete path to the
object being embed (for example, a .dll file) as an additional exclusion conditi on.

1 Launching Internet Browser . For this verdict, you can list browser open settings
as additional exclusion settings.
For example, you blocked browsers from opening with certain settings in the
Proactive Defense application activity analysis. However, you want to allow the
browser to open for the domain www.neotechnology.com.mx with a link from
Microsoft Office Outlook as an exclusion rule. To do so, select Outlook as the
exclusion Object and Launching Internet Browser as the Verdict , and enter an
allowed domain mask in the Advanced settings field.

You can only exclude trusted applications from the scan in Neo Security Suite if
installed on a computer running Microsoft Windows NT 4.0/2000/XP/Vista.

Neo Security Suite can create a list of trusted applications that need not have their file
and network activity monitored, suspicious or otherwise.

For example, you feel that objects used by Microsoft Windows Notepad are safe and do

not need to be scanned. In other words, you trust this program. To exclude objects
used by this process from scanning, add Notepad to the trusted applications list.
However, the executable file and the trusted application process will be scanned for


http://www.viruslist.com/

viruses as before. To fully e xclude the application from scanning, you must use
exclusion rules .

In addition, some actions classif ied as dangerous are perfectly normal for the features

of a number of programs. For example, programs that automatically toggle keyboard
layouts, such as Punto Switcher, regularly intercept text entered on your keyboard. To
account for the specifics of suc h programs and stop monitoring their activity, we
recommend adding them to the trusted application list.

Using trusted application exclusion can also solve potential compatibility conflicts
between Neo Security Suite and other applications (for example, n etwork traffic from
another computer that has already been scanned by the anti -virus application) and can
boost computer productivity, which is especially important when using server
applications.

By default, Neo Security Suite scans objects opened, run, or saved by any program
process and monitors the activity of all programs and the network traffic they create.

You can create a trusted applications list on the special Trusted applications tab.
This contains by default a list of applications that will not be moni tored based on Neo
Technology recommendations when you install Neo Security Suite. If you do not trust an
application on the list, deselect the corresponding checkbox. You can edit the list using

the Add, Edit, and Delete buttons on the right.

To add a pr ogram to the trusted application list:

1. Click the Add button located in the right -hand part of the window.

2. Inthe Trusted Application  window that opens, select the application
using the Browse button. A context menu will open, and by clicking
Browse you can go to the standard file selection window and select the
path to the executable file, or by clicking Applications you can go to a list
of applications currently running and select them as necessary.

When you select a program, Neo Security Suite remembers the in ternal
attributes of the executable file and uses them to identify the program as
trusted during scans.

The file path is inserted automatically when you select its name.
3. Then specify the actions performed by this process that Neo Security
Suite will not monitor:

Do not scan opened files - exclude all files that the trusted
application proc ess opens from the scan.

Do not restrict application activity - exclude any activity,
suspicious or otherwise, that the trusted application is
performing, from Proactive Defense monitoring.

Do not restrict registry access 0 exclude attempts to access
the system registry from scanning when initiated by trusted
applications.

Do not scan network traffic - exclude network traffic that the
trusted application initiates from scans for viruses. You can
exclude alll the applicationds network tr
(SSL) from the scan. To do so, click the  all link. It will change to
encrypted . In addition you can restrict the exclusion to specific
remote host or port. To create a restriction, click all, which will
change to selected , and enter a value for the remote p  ort/host.
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You must enter a remote port number in the Remote port window that limits exclusion of
network traffic for the trusted application.

You can enter the port number manually or use the scrolling arrow.

You must enter a remote port number in the Remote IP address window that limits
exclusion of network traffic for the trusted application.

To conserve the battery of your laptop computer, and to reduce the load on the central
processor and disk subsystems, you can postpone virus scans:

I Since virus scans and program updates sometimes require a fair amount of

resources and can take up time, you are advised to disable schedules for these
tasks. This will help you to save battery life. If necessary, you can update the

program yourself _ or start a v irus scan. To use the battery -saving feature, check

the Disable scheduled scans while ru  nning on battery power  box.

9 Virus scans increase the load on the central processor and disk subsystems,
thereby slowing down other programs. By default, if such a situation arises, the
program pauses virus scans and frees up system resources for user
appl ications.

However, there are a number of programs that can be launched as soon as the
processords resources are freed and run

not to depend on the operation of such programs, check Concede
resources to other applications

Note that this setting can be configured individually for every virus scan task. If
you choose to do this, the configuration for a specific task has a higher priority.

To configure power settings for virus scan tasks:
Select the Protection section of the main program window and click Settings. Configure

power settings in the Additional box.

Today's malicious programs can invade the lowest levels of an operating system, which
makes them practically impossible to delete. Neo Security Suite 2.0 asks you if you
want to run Advanced Disinfection Technology when it det ects a threat currently active
in the system. This will neutralize the threat and delete it from the computer.

After this procedure, you will need to restart your computer. After restarting your
computer, we recommend running a full virus scan . To use Advanced Disinfection

Technology, check Enable Advanced Disinfection Technology.

n

back
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To enable/disable advanced disinfection technology:
Select the Protection section of the main program window and click Setting s. Configure

power settings in the Additional box.

A special component is included in Neo Security Suite 2.0 to protect your computer's
file system from infection,  File Anti -Virus. 1t loads when you start y our operating system
and runs in your computer's RAM. It scans all files that are opened, saved, or executed.
The indicator of the component's operation is the Neo Security Suite system tray icon,

which looks like whenever a file is being scanned.
File Anti -Virus by default only scans NEW OR ALTERED FILES; in other words, files that
have been added or changed since the previous scan. The iChecker ¥# and iSwift ¥/

technologies make this possible. A file check sum table is used for these technologies.
Files are scanned according to the following algorithm:

1. User or program access to each file is intercepted by the component.

2. File Anti -Virus scans the iChecker */and iSwift *!databases for information on the
file intercepted. A decision is made whether to scan the file based on the
information retrieved.

The scanni ng process includes the following steps:

1. The file is analyzed for viruses. Malicious objects are detected by comparison
with  threat signatures used by the program. The signatures contain
descriptions of all the malicious programs, threats, and network att acks known
to date and methods for neutralizing them.
2. After the analysis, the program may take the following courses of action:
a. If malicious code is detected in the file, File Anti -Virus blocks the file,
places a copy of itin  backup , and attempts to disin fect the file. If the file
is successfully disinfected, it becomes available again. If not, the file is

deleted.
b. If code is detected in a file that appears to be malicious but there is no
guarantee, the file is subject to disinfection and is sent to Quara ntine .

c. If no malicious code is discovered in the file, it is immediately restored.

File Anti -Virus protects files that you work with on one of the following levels:

High - the level with the most comprehensive m  onitoring of files being opened,
saving, or run.

Recommended . Neo Technology experts recommend this settings level. It will
scan the following object categories:

1 programs and files by contents;
1 new objects and objects modified since the last scan;
1 Embedde d OLE objects.
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Low - level with settings that let you comfortably use applications that require
significant system resources, since the set of files scanned is cut back.

By default, the File Anti -Virus is setto Recommended .

You can raise or lower the pr otection level by selected the level you want or changing
the settings for the current level.
In order to change the security level,

Adjust the sliders. By adjusting the security level, you define the ratio of scan speed and
the total number of files sca nned: the fewer files are subject to analysis for viruses, the
higher the scan speed.

If none of the file security levels listed meets your needs, you can customize the
protection settings. To do so, select the level that is closest to what you need as a
starting point and edit its settings. In such a case, the level will be set at Custom
settings . We will examine an example of when user defined file security levels may be
useful.

Example :

The work you do on your computer leads you to use a large number of different types of
files, some of which may be fairly large. You would not want to run the risk skipping any

files in the scan because of the size or extension, even if this would somewhat affect the
productivity of your computer.

Tip for selecting al evel:

Based on the source data, one can come to the conclusion that there is a fairly high risk

of being infected by a malicious program. The size and type of the files being handled is

quite varied and skipping them in the scan would put the information on the computer at
risk. The basic requirement for the scan is analyzing the files handled for the contents,

not by extension.

It is recommended that you use Recommended as your basic pre -installed security
level, with the following changes: remove the re striction on the size of files scanned and
optimize File Anti -Virus operation by only scanning new and changed files. In such a
case, the load on the computer when scanning files will be reduced, so you can
comfortably use other applications.

To modify th e settings for the current security level,

Click the Customize button in the File Anti -Virus settings window. Edit the File Anti  -Virus
settings in the window that opens and click OK.

As a result, a fourth security level will be created, Custom settings , which contains the
protection settings that you assigned.

When specifying the types of files to be scanned, you establish what file formats, sizes,

and what drives will be scanned for viruses when opened, execute d, or saved.

To make configuration easier, all files are divided into two groups: simple and
compound . Simple files do not contain any objects. Compound objects can include
several objects, each of which may also have several nesting levels. There are man y

examples: archives, files containing macros, tables, e -mails with attachments, etc.



The types of file to be scanned are defined in the File types section. Select one of
the three options:

Scan all files . With this option selected, all file system objects that are
opened, started, or saved will be subject to analysis without exceptio ns.

Scan programs and documents (by contents) . If you select this group of
files, Fil e Anti-Virus will scan only potentially infected files - files that a virus
could imbed itself in.

Note:

There are a number of file formats that have a fairly low risk of having malicious

code injected into them and subsequently being activated. An exampl e would be
Ixt files.

And vice versa, there are file formats that contain or can contain executable
code. Examples would be the formats .exe, .dll, or .doc. The risk of injection and
activation of malicious code in such files is fairly high.

Before sea rching for viruses in a file, its internal header is analyzed for the file
format (txt, doc, exe, etc.). If the results of the analysis show that the file format

is type that cannot be infected, it is not scanned for viruses and is immediately

restored for use. If the file format makes it possible for the file to be infected, the
file is scanned for viruses.

Scan programs and documents (by extension) . In this case, File Anti -Virus
will only scan potentially infected files, but the file format will be determined by
extension. Using the extension link, you can review a list of file extensions that
are scanned in this case.

Tip:

Do not forget that someone could send a virus to your computer with the extension .txt,
although in reality it could be an executable file renamed as a .txt file. If you select the
Programs and documents (by extension) option, such a file would be skipped by the
scan. If the Programs and documents (by contents) is sel ected, ignoring extensions,
File Anti -Virus will analyze file headers, which will uncover that the file is an .exe file.
Such a file would be thoroughly scanned for viruses.

In the Productivity section, you can specify that only new files and those that have
been modified since the previous scan should be scanned for viruses. This mode of
operation noticeably cuts down on scan time and increases the program's performance

speed. To do so, you must check Scan new and changed files only . This mode
extends to simple and compound files.

In the Compound files section, specify which compo und files must be analyzed for
viruses:

Scan All/New only archives -scan ZIP, CAB, RAR and ARJ archives.
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Scan All/New only installation packages - analyze self -extracting ar chives
for viruses.

Scan All/New only embedded OLE objects - scan objects imbedded in f iles
(for example, Excel spreadsheets or a macro imbedded in a Microsoft Office
Word file, e -mail attachments, etc.).

For each type of compound file, you can select and scan all files or only new ones. To do

s0, use the link next to the name of the object . It changes its value when you left  -click it.
If the Productivity section has been set up only to scan new and changed files, you will

not be able to select the type of compound files to be scanned.

To specify what compound files should not be scanned for viruses, use the following
settings:

Extract in background archives larger than ... MB . If the size of a compound
object exceeds this restriction, the program will scan it as a single object (by
analyze the header) and will return it to the user. The objects that it contains will
be scanned later. If the box is not checked, access to files larger than the size
indicated will be blocked until they have been scanned.

Do not pro cess archives larger than ... MB. In this case, files larger than the
size specified will be skipped by the scan.

File Anti -Virus by default scans all files when they are used, regardless of where they
are stored, whether it be a hard drive, CD/DVD -ROM, or flash disk.
You can limit the scope of protection. To do so:

1. Select File Anti-Virus in the main window and go to the component settings
window by clicking  Settings .

2. Click the Customize button and select the Protecti on Scope tab in the
window that opens.

The tab displays a list of objects that File Anti  -Virus will scan. Protection is enable d by
default for al objects on hard drives, removable media, and network drives connected

to your computer. You can add to and ed it list using the Add, Edit, and Delete buttons.

If you want to narrow the range of the protected objects, you can do so using the
following methods:

1 Specify only folders, drives, and files that need to be protected.

1 Create a list of objects that need not be protected

1 Combine methods one and two; in other words, create a protection scope from
which a n umber of objects are excluded.

Warning!

Remember that File Anti -Virus will scan only the files that are included in the protection
scope created. Files that are not included in that scope will be available for use without
scanning. This increases the risk  of infection on your computer.

The Select Object to Scan window displays a list of all the objects on your computer
that you can scan for viruses.
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In order to add one of the listed objects to the virus scan list, selec titand click OK.

You can use masks when you add objects for scanning. Note that you can only enter
masks will absolute paths to objects:

T C:\dir\*.* or C:\dir\* or C:\dir\ - all files in the folder C:ldir|

1 C:\dir\*.exe - all files with the extension .exe in the folder C:ldir|

T C:\dir\*.ex? - all files with the extension .ex? in the folder C:ldirl, where ?
represents any one character

1 C:\dir\test - only the file C:Idir Itest

In order for the scan to be carried out recursively, check Include subfolders

As additional File Anti -Virus settings, you can spe cify the file system scanning mode
and configure the conditions for temporarily pausing the component.

To configure additional File Anti  -Virus settings:

1. Select File Anti-Virus in the main window and go to the component settings
window by clicking  Setting s.

2. Click the Customize button and select the Additional tab in the window that
opens.
The file scanning mode determines the File Anti -Virus processing conditions. You have

following options:

I Smart mode . This mode is aimed at speeding up file processing and returns
them to the user. When it is selected, a decision to scan is made based on
analyzing the operations performed with the file.

For example, when using a Microsoft Office file, Neo Security Suite scans the file
when it is first opened and last cI  osed. All operations in between that overwrite
the file are not scanned.

Smart mode is the default.

1 On access and modification 9 File Anti -Virus scans files as they are opened or
edited.

1 Onaccess 0 only scans files when an attempt is made to open them.

1 On execution 9 only scans files when an attempt is made to run them.

You might need to pause File Anti -Virus when performing tasks that require significant
operating system resources. To lower the load and ensure that the user regains access
to files quickly , we recommend configuring the component to disable at a certain time
or while certain programs  is used.

To pause the component for a certain length of time, check On schedule and in the
window that opens click  Schedule to assign a time frame for disabling the component
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To disable the component when working with programs that require significant

resources, check On applications startup  and edit the list of programs in the
window that opens by clicking  Applications .

In this window, you can configure a schedule for pausing and resuming File Anti -Virus.
To do so, enter a value in the format HH:MM int  he corresponding fields.

In this window, you can create a list of applications that will pause File Anti -Virus when
they are running.

To add an application to the list, use the Add button. A context menu will open, an  d by
clicking Browse you can go to the standard file selection window and specify the
executable file the application to add. Or, go to the list of applications currently running

from the Applications item and select the one you want.

To delete an applica tion, select it from a list and click Delete .

You can temporarily disable the pause on File Anti -Virus when using a specific
application. To do so, uncheck the name of the application. You do not have to delete it
from the list.

When configuring File Anti -Virus, you can always return to the recommended
performance settings. The Neo Technology experts consider them to be optimal and
have collected them in the Recommended security level.

In order to restore  the default File Anti -Virus settings,

1. Select File Anti-Virus in the main window and go to the component settings
window by clicking  Settings .

2. Click the Default button in the Security Level section.
If you modified the list of objects included in the protected zone when configuri ng File
Anti -Virus settings, the program will ask you if you want to save that list for future use
when you restore the initial settings. To save the list of objects, check Protected Zone in

the Restore Settings window that opens.

If, while scanning a file for viruses, it is discovered that it is infected or suspected of
being infected, the subsequent actions of File Anti -Virus depend on the objects status
and the selected action.

File Anti -Virus can label an objec t with one of the following statuses:

I Status as a malicious program _(for example, virus, Trojan ).

1 Porentially infected , when the scan cannot determine whether the object is
infected. This means that the program detected a sequence of code in the file
from an unknown virus or modified code from a known virus.

By default, all infected files are subject to disinfection, and if they are potentially

infected, they are sent to Quarantine.
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To change an action for an object,
Select File Anti -Virus in the main window and go to the component settings window by

clicking Settings . All potential actions are displayed in the appropriate sectio ns.

e emiem Selzeiee When a dangerous object is detected

was
File Anti -Virus issues a warning message containing information
about what malicious program has infected or potentially
acti orITrompt for infected the file and gives you the choice of one of the following
[

actions. Depending on the status of the object, actions can vary

File Anti -Virus blocks access to the object. Information about
this is recorded in the report . You can try to treat this object
later.

Block access

File Anti -Virus will block access to the object and will attempt to
disinfect it. If it is successfully disinfected, it is restored for
Block access regular use. If the file could not be treated, it will be assigned the
status of potentially infected and is moved to Quarantine .
Disinfect Information about this is recorded in the report . Later you can
attempt to disinfect this object.

Block access
File Anti -Virus will block access to the object and will attempt to
Disinfect |disinfect it. If it is successfully disinfected, it is restored for
regular use. If the object cannot be disinfected, it is deleted. A
Delete if COPY of the object will be stored in Backup .

disinfection
fails

Block acc ess

File Anti -Virus will block access to the object and will delete it.
Disinfect

Delete

Before attempting to treat the object or delete it, Neo Security Suite creates a backup
copy and sends itto Backup in case the object needs to be restored or an opportunity
arises to treat it.

All operations carried out by File Anti  -Virus are recorded in a special report.

Total statistics are given in the main program window in the Statistics section. Here you
can review the number of files sca n since File Anti -Virus was started, what file was
scanned last, how many files among those scanned had viruses found in them, how
many of them were not disinfected for one reason or another, and which file is being
scanned in the current moment.

To see more detailed information on component operation, left -click anywhere in the
section. You will see a detailed report on the component operation, grouped on tabs:

1 All dangerous objects detected in the File system protection process are listed
on the Detected tab. Here you will find the full path to the location of each object
and the status assigned to it by File Anti -Virus: if what malicious program
infected the object was successfully established, it will be assigned the
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appropriate status. For example, virus, Trojan, etc. If the type of malicious effect
cannot be exactly established, the object is assign ed the status suspicious . Next
to the status, the action taken for the object is specified (detected, not found,

and disinfected ). In order for this tab not to contain information about

disinfected objects, uncheck Show neutralized objects
1 A complete list of events that have arisen while using File Anti -Virus is kept on
the Events tab. The events can have the following statuses:
1 /nformative event (for example: object not processed: skipped by type).

1 Warning (for example: a virus is detected).
1 Note (for example: the archive is password protected).

As a rule, the informative messages are of a reference nature and are not of particular

interest. You can disable display of informative messages. To do so, uncheck Show
all events .

I Scan statistics appear on the appropriate tab. Here you will find the total
number of objects scanned, and then special columns separately display how
many objects out of the total number scanned are archives, how many are
dangerous, how many have been disinfected, how many sent to Quarantine, etc.

I The settings that File Anti -Virus is running with are displayed on the Settings
tab. Use the Change settings _link to quickly configure the component.

If you select ed as the action for malicious programs Block access , the objects will
not be treated and access to them will be blocked.
If the actions selected were:

Block access

Disinfect
All untreated objects will also be blocked.
In order to regain access to blocked o bjects, you first have to disinfect them. To do so:

1. Select File Anti -Virus in the main window of the program and left ~ -click anywhere
in the Statistics section.

2. Select the objects that interest you on the Detected tab and click the Action Y
Neutralize all button.

If it is successfully disinfected, it will restore for regular use. If the object cannot be
treated, you will be offered to options to delete or skip it. In the latter case, access to
the file will be restored. However, this significantly increase s the risk of infection on

your computer. It is strongly recommended not to skip dangerous objects.

ANTI-HACKER

Today computers have become quite vulnerable when on the Internet. They are
subjected not only to virus infections but other types of attacks as well that take
advantage of vulnerabilities in operating systems and software.

Neo Security Suite contains a special component, Anti -Hacker , to ensure your security
on local networks and the Internet. It protects your compute r on the network and

application level and masks your computer on the net to prevent attacks. Let's take a
closer look at how Anti  -Hacker works.
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You are protected on the network level by using global packet filtration rules where
network activity is al lowed or blocked based on analyzing settings such as packet
direction, the data packet transfer protocol, and the outbound packet port. Rules for

data packets establish access to the network, regardless of the applications installed

on your computer that u  se the network.

In addition to the packet filtration rules, the Intrusion Detection System (IDS) provides
additional security on the network level. The goal of the system is the analyze inbound
connections, detect port scans on your computer, and filter n etwork packets aimed at
exploiting software vulnerabilities. When running, the Intrusion Detection System
blocks all inbound connections from an attacking computer for a certain amount of
time, and the user receives a message stating that his computer unde rwent an
attempted network attack.

The Intrusion Detection System is based on using a special network attack database in
analysis, which is regularly supplemented by Neo Technology's specialists. It is
updated along with the threat signatures.

Your computer is protected on the application level by applying application rules for
using network resources t o0 the applications installed on your computer. Like the
network protection level, the application protection level is built on analyzing data
packets for direction, transfer protocol, and what ports they use. However, on the
application level, both data pa cket traits and the specific application that sends and
receives the packet are taken into account.

Using application rules helps you to configure more specific protection when, for
example, a certain connection type is banned for some applications but no t for others.
There are Anti -Hacker two rule types, based on the two Anti -Hacker protection levels:

1 Rules for packet filtering . Used to create general restrictions on network
activity, regardless of the applications installed. Example: if you create a packet
rule that blocks inbound connections on port 21, no applications that use that
port (an ftp serv er, for example) will be accessible from the outside.

1 Rules for applications . Used to create restrict ions on network activity for
specific applications. Example: If connections on port 80 are blocked for each
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application, you can create a rule that allows connections on that port for
Firefox only.

There are two types of rules for applications and rules fo r packet filtering:  allow and
block . The program installation includes a set of rules that regulate network activity for

the most common applications and using the most common protocols and ports. Neo
Security Suite also includes a set of allow rules for t rusted applications whose network
activity is not cause for suspicion.

Neo Security Suite breaks down the entire network space into security zones 1o make
settings and rules more user -friendly, which largely correspond to the sub networks
that your comput er belongs to. You can assign a status to each zone ( /nternet, Local
Area Network, Trusted ), which de termine the policy for applying rules and monitoring
network activity in that zone.

A special feature of Anti -Hacker, Stealth Mode , prevents the computer from being
detected from the outside. Thus the hackers lose the object of attack. This mode does

not affect your computer's performance on the Internet (under condition that your
computer is not used as a server).

When you use the network, Neo Security Suite protects your computer on one of the
followin g levels:
Block all - blocks any network activity on your computer. If you select this
protection level, you will not be able to use any network resources or programs
that require a network connection. We recommend that you only select this level
in the e vent of a network attack or when using an insecure network.
High security - network activity is allowed as far as is stipulated by the allow
rule. Anti -Hacker uses rules that came with the program or that you created.
The set of rules included with Neo Sec urity Suite includes allow rules for
applications whose network activity is not suspicious and for data packets that
are absolutely safe to send and receive. However, if there is a block rule in the
list of rules for an application with higher priority tha n the allow rule, the
program will block the network activity of that application.

Warning!

If you select this protection level, any network activity not recorded in an Anti -
Hacker allows rule will be blocked. Therefore we recommend only using this

level if you are certain that all the programs that you need are allowed by the

rules and that you do not plan on installing new software.

Training mode - level of protection where Anti  -Hacker rules are created. On this
level, every time a program attempts to use a network resource, Anti  -Hacker
checks to see if there is a rule for that connection. If there is a rule, Anti -Hacker
follows its instructions. If there is no rule, a message will appear on the screen.

It will contain a description of the network conne ction (what program initiated it,
what port, the protocol, etc.). You must decide whether you should allow this
connection or not. Using a special button in the message window, you can

create a rule for that connection so that in the future Anti -Hacker wil | use the
conditions in the rule for that connection without warning you on screen.
Low security - only blocks clearly banned network activity. Anti -Hacker in

accordance with block rules included with the program or that you have
created. However, if there is a allow rule in the list of rules for an application
with higher priority than the block rule, the program will allow the network
activity of that application.
Allow all - allows all network activity on your computer. We recommend setting
protection to this level in extremely rare cases when no active network attacks
have been observed and you fully trust all network activity.

You can raise or lower the network protection level by selected the level you want or

changing the settings for the current lev el.

In order to modify the network security level,
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1. Select Anti -Hacker in the Neo Security Suite settings window.
2. Inthe right -hand corner of the window, adjust the slider in the Firewall section.

In order to configure the network protection level,
1. Select the protection level that be st matches your preferences.

2. Click the Settings button and edit the network protection settings in the
window that opens.

Neo Security Suite includes a set of rules for the most common Microsoft Windows
applications. You can creat e several permissions and block rules for the same
program. These would generally be programs with network activity that has been
analyzed in detail by Neo Technology specialist and is strictly defined as dangerous or

safe.

Depending on the protection level selected for the Firewall and the  type of network the
computer is running on, the list of rules for programs can be used in various ways. For
example, with High Security all application network activ ity that does not match the
allow rules is blocked.

To work with the application rule list,

1. Click Settings inthe Enable Firewall section of the Anti -Hacker settings window.
2. Inthe window that opens, select the Rules for Applications tab.

All the rules on this tab can be grouped in one of the following ways:

1 Rules for applications . If Group rules by application  are checked, that is
how the list of rules will be displa yed. The tab will contain a list of applications
for which rules have been created. The following information is given for every
application: name and icon of the application, command prompt, root directory
where the application's executable file is, and t he number of rules created for it.

Using the Edit button, you can go to the list of rules for the application selected
on the list and edit it: add a new rule, edit existing ones, and change the rank of
their priority.

Using the Add button, you can add a new application to the list and create a rule
for it.

The Export and Import buttons are designed to carry over the rules created to
other computers. This helps to configure Anti -Hacker quickly.

1 General list of rules without grouping by application name. You can display the

list of rules in this manner by unchecking Group rules by applica tion. The
general list of rules displays complete information on a rule: in addition to the
application name and command for starting it, the action of the rule is displayed

(allow or block network activity), the data transfer protocol, direction of data
(inbound or outbound), and other information.

Using the Add button, you can create new rules, and you can edit a rule selected on the
list with the Edit button. You can also edit the basic settings in the lower part of the tab.
You can change their priorit y ranking with the Up and Down buttons.


mk:@MSITStore:C:\Archivos%20de%20programa\Neo%20Technology\Neo%20Security%20Suite%202.0\Doc\context.chm::/help124.html#wp5002031
mk:@MSITStore:C:\Archivos%20de%20programa\Neo%20Technology\Neo%20Security%20Suite%202.0\Doc\context.chm::/help135.html#wp5002185

To create an application rule manually,

1. Select the application. To do so, click the Add button on the Rules for
Applications tab. In the window that opens, select the executable file of the

application for which you want to create a rule. A list of rules for the application
selected will open. If rules for it already exist , they will all be listed in the upper
part of the window. If no  rules exist , the rules window will be empty.

You can select an application later when configuring the conditions of the rule.

2. Click the Add button in the rules for applications window.

The New rule window that opens has a form that you can use to fine -tune a rule .

The program includes ready -made rule templates that you can use when creating your
own rules.

The entir e gamut of existent network application can be broken down into several
types: mail clients, web browsers, etc. Each type is characterized by a set of specific
activities, such as sending and receiving mail, or receiving and displaying html pages.
Each typ e uses a certain set of network protocols and ports. This is why having rule
templates helps to quickly and easily make initial configurations for rules based on the
type of application.

To create a rule for an application using a template,

1. check Group rules by application  on the Rules for applications tab, if not

checked already, and click  the Add button.
2. In the window that opens, select the executable file of the application for which
you want to create a rule. A window with rules for the application selected will

open. If rules for it already exist , they will all be listed in the upper pa rt of the

window. If no rules exist , the rules window will be empty.
3. Click Template in the rules for applications window and select one of the rule
templates from the context menu.

Allow all is a rule that allows any network activity for the application. Block all
a rule that blocks any network activity for the application. All attempts to initiate

a network connection that the application for which the rule is creates makes

will be blocked without notifying the user.
Other templates listed on the cont ext menu create rules typical for the

corresponding programs. For example, the Mail client template creates a set of

rules that allow standard network activity for mail clients, such as sending mail.

4. Edit the rules created for the application, if necessar y. You can edit the action,
direction of the network connection , remote address , ports (local and remote),

and time range for the rule.
5. If you want the rule to apply to an application opened with certain settings in the

command line, check Command line and enter the string in the field to the
right.
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The rule or set of rules created will be added to the end of the list with the lowest
ranking priority. You can increase the priority ranking of the rule

You can create a rule from the  network activity detection alert window

Neo Security Suite includes a set of rules with which it filters the data packets coming

and going to and from your ¢ omputer. You can initiate data packet transfer or an
application installed on your computer can. The program includes rules for filtering
packets which Neo Technology specialists have thoroughly analyzed and defined as
dangerous or safe.

Depending on the protection level selected for the Firewall and the  type of network the
computer is running on, the list of rules can be used in various ways. For example, with

High Security all packets that do not fall under an allow rule are blocked.

Important!

Note that rules for security zones 12.8 have higher priority than blocking packet rules.
So, for example, if you select the status Local Area Network, packet exchanges will be
allowed, and so will access to sh  ared folders regardless of blocking packet rules.

To work with the list of rules for packet filtering,

1. Click Settings in the Firewall section of the Anti  -Hacker settings window.
2. In the window that opens, select the Rules for Packet Filtering  tab.

The following informa tion is given for every filtration rule: name of the rule, action (allow
or block packet transfer), data transfer protocol, direction of the packet, and network
connection settings used to transfer the packet.

If the name of the rule for packet filtering is checked, it will be used.

You can work with the rule list using the buttons to the right of the list.

To create a new packet filtration rule:

Click the Add button on the Rules for Packet Filtering tab.

The New Rule window that opens has a formthat  you can use to fine -tune a rule .

The New Rule window for advanced rule settings is practically identical for applications
and data packets.

Step One is:

1 Entering a name for the rule. By default the program uses a standard name that
you can replace.

1 Selecting network connection settings with which the rule will act: remote
address, remote port, local address, local port, and time when the rule is active.
Check all the settings that you want to use in the rule.

1 Configuring other settings that are responsible for informing the use r that the
rule has been applied. If you want a pop -up message to appear on the screen

when a rule is used with brief commentary on it, check Display warning . If
you want the program to record information about rule performance in the Anti -
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Hacker report, check Log event . The box unchecked by default when the
rule is created. We recommend that you use additional settings when creating
block rules.

Note that when you create a blo cking rule in Anti -Hacker training mode,
information about the rule being applied will automatically be entered in the
report. If you do not need to record this information, deselected the Log event
checkbox in the settings for that rule.

Step two in cre ating a rule is assigning values for rule parameters and selecting
actions. These operations are carried out in the Rule description section.

The action of every rule created is  allowed . To change it to a block rule, left  -click on the
Allow_link in the rul e description section. It will change to Block .

Neo Security Suite will still scan network traffic for programs and packets for which an
allow rule as been created. This could result in data being transmitted more slowly.

If you are creating a rule for an  application and did not select the application prior to
creating the rule, you will need to do so by clicking select application . Left -click on the
link and, in the standard file selection window that opens, selects the executable file of
the application for which you are creating the rule.

Then you must determine the direction of the network connection for the rule. The
default value is a rule for a both inbound and outbound network connection. To change

the direction, left -click on incoming and outgoing and select the direction of the
network connection in the window that opens.

Then you must set the pr otocol that the network connection uses. TCP is the default
protocol for the connection. If you are creating a rule for applications, you can select

one of two protocols, TCP or UDP. To do so, left  -click on the link with the protocol hame
until it reaches the value that you need. If you are creating a rule for packet filtering and
want to change the default protocol , click on its name and select the protocol you need
in the window that opens. If you select ICMP, you may need to further indicate the type

If you selected network connection settings ( address , port , time range ), you will have to
assign them exact values as well.

The rule created will be added to the beginning of the list with top priority. You can
lower the priority ranking of the rule

After the rule is added to the list of rules for the application, you can further configure
the rule: If you want it to apply to an application opened with certain settings in the

command line, check Command line and enter the string in the field to the right.
This rule will not apply to applications started with a different command prompt key.

You do not have the option of command line start settings in Microsoft Windows 98.

You can create a rule from the  network activity detection alert window

One of the properties for  rules for applications and packet filtering is network
connection direction. A rule can apply to the network activity directions:
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Inbound stream . The rule is applied to network connections opened by a remote
computer.

Inbound packet . The rule applies to data packets received by your computer, with
the exception of TCP packets.

Inbound and Outbound streams . The rule is applied to inbound and outbound
traffic regardless of what computer, yours or a remote computer, initiated the network
connection.

Outbound stream . The rule is only applied to network connections opened by your
computer.

Outbound packet . The rule applies to data packets transferred from your
computer, witht he exception of TCP packets.
If it is important for you to specifically set the direction of packets in the rule, select
whether they are inbound or outbound packets. If you want to create a rule for a stream
of data, select stream: inbound, outbound, or both.
The difference between  stream direction and packet direction is that when you create a
rule for a stream, you define what direction the connection is opened in. The direction
of packets when transferring data on this connection is not taken into con sideration.
For example, if you configure a rule for data exchange with an FTP server that is
running in passive mode, you must allow an outbound stream. To exchange data with an
FTP server in active mode, it is necessary to allow both outbound and inboun d streams.
To change the direction of the data stream, left -click inbound and outbound in the rule
creation window and in the  Direction window that opens select one of the directions
listed.

If you selec ted a remote address for the network connection as a rule setting , you must
assign it the value with  which the rule will operate. To do so, left  -click Specify address
in the rule creation window. Inthe  Specify addresses window that opens, select the IP
address type and enter its value.

For a computer with a static IP address, you can specify its value i n the rule or the
character -based name of the computer (in such a case the IP address is determined

automatically). To do so, select Computer IP address and enter its value in the
Name field.

If you want to create a rule for a range of IP addresses, select Range of IP
addresses . Enter the first address in the  Begins at field and the last in the Ends on field.
If the rule is created for a connection with a computer without a static IP address, you

can use the address or mask of the subnetwork in the rule. To do so, select

Subnetwork address and specify the subnetwork address and/or mask in the
corresponding fields.

You can use one type of IP address or several types for one rule. You can assign several
addresses for each type. To do so, create a List of addr esses in the lower potion of the
window using the Add and Delete buttons.

One of the properties for rules for applications and packet filtering is the data transfer
protocol for the network connection. TCP i s used for both applications and packets by
default when a rule is created.

To change the data transfer protocol, left -click on the name of the protocol in the rule
creation window.

When configuring rules, you can  assign values for remote and local ports.
Remote port - port of a remote computer for connection.
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Local port - a port on your computer.

To do so, left -click on specify port in the rule creation window. Inthe  Specify port
window that opens, enter the v alue or the port or a range of ports.

Local and remote ports for data transfer are correctly defined when a rule is created
directly from a notice on suspicious activity. This information is recorded automatically.

You can assign each rule a time range over the course of the day for it to operate in. For
example, you can block ICW from 9:30 am to 6:30 pm.

To do so, left -click specify time range _ in the rule creation window. In the  Specify Time
Range window that ope ns, enter the times for the rule inthe  From and Till fields.

ICMP (Internet Control Message Protocol) is used to inform the packet sender of errors
or complicated situations that occur during data transfer.

If you select ICMP as the data transfer protocol in a packet filtration rule that you
create, you can also specify the type of ICMP message.

For example, using the Ping utility that sends certain ICMP queries and receives replies
to them, a hacker could learn if ~ your computer is on or not. The program includes a rule
that blocks ICMP queries and replies to them, which in turn prevents potential attacks

on your computer.

Each rule created for an application has a priority ranking. When other conditions are
equal (for example, the network connection settings), the action applied to the program

activity will be the rule with the higher priority.

The priority of a rule is determined by its position on the list of rules. The first rule on the
list has the highest priority. Each rule created manually is added to the beginning of the
list. Rules created using a template or from a special notice are added to the end of the
list of rules.

To rank the priority of rules, take the following steps:

=

Select the application's name on the Rules for application s tab.

2. Use the Move up and Move down buttons in the window that opens for rules
created for applications to move rules on the list, thereby changing their priority
ranking.

To prioritize rules for packet filtering, take the following steps:

1. Selecttheru le onthe Rules for packet filtering  tab.

2. Usethe Move up and Move down buttons in the window that opens for rules
created for packets to move rules on the list, thereby changing their priority
ranking.

After you install An t-Hacker on your computer, it analyzes your
environment. Based on the analysis, the entire network space is broken down into
conventional zone:

Internet 0 the World Wide Web. In this zone, Neo Security Suite operates as a
personal firew all. In doing so, default rules for packets and applications
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regulate all network activity to ensure maximum security. You cannot change
protection settings when working in this zone, other than enabling Stealth Mode
on your computer for added safety.

Secu rity zones 0 certain conventional zones that mostly correspond with sub
networks that your computer is included on (this could be local sub networks at
home or at work). These zones are by default average risk -level zones when
working in them. You can chan ge the statues of these zones based on how much
you trust a certain subnetwork, and you can configure rules for packet filtering

and applications.

If Anti -Hacker Training Mode is enabled, a window will open every time your computer
connects to some new zon e, displaying a basic description about it. You must assign a
status to the zone, and network activity will be allowed based on that status.

1 Internet . This is the default status assigned to the Internet, since when you are
on it; your computer is subjected  to all potential threat types. This status is also

recommended for networks that are not protected by any anti -virus programs,
firewalls, filters, etc. When you select this status, the program ensures
maximum security while you are using this zone, specif ically:

1 blocking any network  NetBIOS activity within the subnetwork;

1 Blocking rules for applications and packet filtering that allow NetBIOS

activity within this subnetwork.

Even if you have created a shared folder, the information in it will not be

avail able to users from sub networks with this status. Additionally, if this status
is selected for a certain subnetwork, you will not be able to access files and
printers of this subnetwork.

1 Local Network . The program assigns this status to all zones detected when it
analyzes the computerds network environment
recommended to apply this status to zones with an average risk factor (for
example, corporate LANS). If you select this status, the program allows:

1 any network NetBIOS activit y within the subnetwork;
1 Rules for applications and packet filtering that allow NetBIOS activity
within this subnetwork.

Select this status if you want to grant access to a certain folder or printer on
your computer but block any other outside activity.

9 Trusted . It is only recommended to apply this status to zones that in your opinion
are absolutely safe where your computer is not subject to attacks and attempts
to gain access to your data. If you select this status, all network activity is
allowed. Even i f Maximum Protection is selected and have created block rules,
they will not function for remote computers from a trusted zone.

Note that any restrictions or access to files is only in effect without this subnetwork.

You can use Stealth Mode for added se  curity when using networks labeled Internet .
This feature only allows network activity initiated from your computer. This actually

means that your computer becomes invisible to its surroundings. This mode does not
affect your computer 6dntemaet.r f or mance on the

We do not recommend using Stealth Mode if the computer is being used as a server (for
example, a mail or http server). Otherwise, the computers that connect to the server
will not see it as connected.

e X

C



The list of zones that your computer is regi  stered on is displayed on the Zones tab.
Each of them is assigned a status, a brief description of the network, and whether
Stealth Mode is used.

To change the status of a zone or to enable/disable Stealth Mode, select it from the list,

and use the appropriate links in the Description box below the list. You can perform
similar tasks and edit addresses and subnetwork masks in the Zone settings window,
which you can open by clicking  Edit.

You can add a new zone to the list while viewing it. To do so, click Find. Anti -Hacker w ill
search for potential zones for registration, and if any are detected, the program will ask

you to select a status for them. In addition, you can add new zones to the list manually;

for example, if you connect your laptop to a new network). To do so, us e the Add button
and fill in the necessary information in the Zone settings window.

To delete the network from the list, click the Delete button.

You can find detailed information on each zone that your computer is registered o nin
the Zones window.

The Rule description displays a brief description of the zone. The address and
subnetwork mask are listed below. The program fills in these fields when new zones are
automatically added.

The program assigns each zone added the defaul t Local network status. You can
change the status by selecting the option you need. You can also use Stealth Mode
when using zones labeled Internet .

The Firewall mode controls Anti  -Hacker compatibility with programs that establish
multiple network connections, as well as network games.

Maximum compatibility & the Firewall ensures tha t Anti -Hacker will work
optimally with programs that establish multiple network connections (file -
sharing network clients) However, this mode may lead to slow reaction time in
network games. If you encounter such problems, it is recommended that you
use Maximum Speed.

Maximum speed 0 the Firewall ensures the best possible reaction time during
network games. However, file  -sharing network clients or other network
applications may experience conflicts with this mode. To solve the problem,
disable Stealth Mode

7o select a Firewall mode:

1. Click Settings in the Firewall section of the Anti -Hacker settings window.

2. Selectthe Other tab in the window that opens and select the mode you
want, Maximum Compatibility or Maximum Speed .
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All currently known network attacks that could endanger a computer are listed in the
threat signatures. The Anti  -Hacker Intrusion Detector operates on a list of these
attacks. The list of attacks that Intrusion Detector can detect is updated in the
signature update pro cess. Neo Security Suite by default does not update attack

signatures.
Intrusion Detector tracks network activity typical of network attacks and if it detects an
attempt to attack your computer, it blocks all network activity of that computer

involving yo ur computer for one hour. A warning will appear on the screen stating that
network attack attempt has taken place, with specific information about the computer
which attacked you.

You can configure Intrusion Detector. To do so:

1. Open the Anti -Hacker set tings window.

2. Click Settings in the Intrusion Detector section.

3. Inthe window that opens, determine whether you need to block an attacking
computer and, if yes, for how long. The default blocked time is 60 minutes. You
can make the blocked time longer or shorter by changing the value in the field
next to Block the attacking computer for ... mins . If you want to stop
blocking the network activity of an attacking computer involving your computer,
uncheck this box.

There are currently a multitude of various network attacks that utilize operating system
vulnerabiliti es and other software, system or otherwise, installed on your computer.
Malefactors are constantly perfectly attack methods, learning how to steal confidential
information, making the system  malfunction or full taking over your computer to use it
as part o f a zombie network for carrying out new attacks.

To ensure the security of your computer, you must know what kinds of network attacks
you might encounter. Known network attacks can be divided into three major groups:

1 Port scan & this threat is not an att ack in and of it, but usually precedes one,
since it is one of the common ways of obtaining information about a remote
computer. The UDP/TCP ports used by the network tools on the computer in
guestion are scanned to find out what state they are in (closed or open).
Port scans can tell a hacker what types of attacks will work on that system and
what types will not. In addition, the information obtained by the scan (a model of
the system) will help the malefactor to know what operating system the remote
com puter uses. This in turn further restricts the number of potential attacks,
and, correspondingly, the time spent running them. It also aids a hacker in
attempting to use vulnerabilities particular to that operating system.

1 DoS (Denial of Service) attacks 0 these are attacks that result in the system

attacked reaching an unstable or entirely inoperable state. The consequences
of these attacks can be damage or corruption of the information resources that
they target and the inability to use those resources.

There are two basic types of DoS attacks:
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1 Sending the target computer specially created packets that the
computer does not expect, which cause the system either to restart or to
stop

1 Sending the target computer many packets within a timeframe that the
computer cannot process, which cause system resources to be
exhausted

The following attacks are common examples from this group:

1 Ping of death consists of sending an ICMP packet with a size greater
than the maximum of 64 KB. This attack can crash some opera ting
systems.

1 Land consists of sending a request to an open port your computer to
establish a connection with itself. This sends the computer into a cycle,
which intensifies the load on the processor and can end with some
operating systems crashing.

1 /CMP Flood consists of sending a large quantity of ICMP packets to your
computer. The attack leads to the computer being forced to reply to
each inbound packet, which seriously weighs down the processor.

1 SYN Flood consists of sending a large quantity of queries to your
computer to establish a fake connection. The system reserves certain
resources for each of those connections, which completely drains your
system resources, and the computer stops reacting to other connection
attempts.

9 Intrusion attacks , which aim to take over your computer. This is the most
dangerous type of attack, since if it is successful; the hacker has complete
control of your computer.

Hackers use this attack when they need to obtain confidential information from
a remote computer (for exam ple, credit card numbers, and passwords ) or to
take hold of the system to use its resources later for malicious purposes (using
the captured system in zombie networks or as a platform for new attacks).

This group is also contains more attacks than any ot her. They can be divided
into three subgroups based on operating system: Microsoft Windows attacks,
UNIX attacks, and a group for network services running either operating
system.

The most common types of attacks that use operating system network tools a re:

1 Buffer overflow attacks 0 type of vulnerability in software that surfaces
because of no control or insufficient control in handling massive
amounts of data. This is one of the oldest vulnerability types and the
easiest for hackers to exploit.

1 Format s tring attacks 0 type of vulnerability in software that arise from
insufficient control of input values for 1/O functions such as printf(),
fprintf(), scanf(), and others from the C standard library. If a program has
this vulnerability, the hacker, with the ability to send queries created
with a special technique, can gain complete control or the system.

Intrusion Detector  automatically analyzes and blocks attempts to exploit these
vulnerabilities in the most common network tools (FTP, POP3, IMAP) if it is running on

t he user os computer .

Microsoft Windows attacks  are based on taking advantage of vulnerabil ities in software
installed on the computer (for example, programs such as Microsoft SQL Server,
Microsoft Internet Explorer, Messenger, and system components that can be accessed
through the network 8 DCom, SMB, Wins, LSASS, 1IS5).
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For example, Anti -Hack er protects your computer from attacks that use the following
known software vulnerabilities (this list of vulnerabilities is cited with the Microsoft
Knowledge Base numbering system):

(MS03-026) DCOM RPC Vulnerability(Lovesan worm)

(MS03-043) Microsoft M essenger Service Buffer Overrun

(MS03-051) Microsoft Frontpage 2000 Server Extensions Buffer Overflow
(MS04-007) Microsoft Windows ASN.1 Vulnerability

(MS04-031) Microsoft NetDDE Service Unauthenticated Remote Buffer
Overflow

(MS04-032) Microsoft Windows X P Metafile (.emf) Heap Overflow
(MS05-011) Microsoft Windows SMB Client Transaction Response
Handling

(MS05-017) Microsoft Windows Message Queuing Buffer Overflow
Vulnerability

(MS05-039) Microsoft Windows Plug -and-Play Service Remote Overflow
(MS04-045) Microsoft Windows Internet Naming Service (WINS) Remote
Heap Overflow

(MS05-051) Microsoft Windows Distributed Transaction Coordinator
Memory Modification

In addition, there are isolated incidents of intrusion attacks using various malicious
scripts, includ es scripts processed by Microsoft Internet Explorer and Helkern -type
worms. The essence of this attack type consists of sending a special type of UDP
packets to a remote computer that can execute malicious code.

Remember that, while on the network, your c omputer is at risk every day of being
attacked by a hacker. To ensure your computer's security, be sure to enable Anti -
Hacker when using the Internet and regularly update the hacker attack signatures

You will find general information on component operation in the main window of the

program. In order to examine them, select Anti -Hacker in the Protection section of
the main window.

The Status section will display information on Anti -Hacker module ope ration.

The Statistics section contains information on how many network attacks have been

blocked since Neo Security Suite was started. To view detailed information, left -click
anywhere in the section. You will be presented with a full report. Composite s tatistics
for Anti -Hacker are found in the upper part of the complete report. They often repeat
information in the Statistics section of the program's main window. Basic information on
component operation is grouped by tab in the middle of the window.

1 Alist of all the network attacks that have been attempted during the current
session of Neo Security Suite is given on the Network attacks _tab.

1 The Banned hosts tab displays a list of all hosts that have been blocked for a
variety of reasons. For example, they attempted to attack your computer or
were blocked by a rule.

1 The Application Activity _ tab of the Anti -Hacker report shows you the activity of
applications on your computer.

1 All data packets subject to filtration in accordance with Firewall rules are listed
on the Packet filtering _tab.

Also make note of the Anti -Hacker status. Whether it is currently enabled. If an error
occurs in component operati  on, we recommend that you try restarting the component.

To do so, use the button in the status field. If the next attempt again produces the


mk:@MSITStore:C:\Archivos%20de%20programa\Neo%20Technology\Neo%20Security%20Suite%202.0\Doc\context.chm::/Help123.html#wp5002205
mk:@MSITStore:C:\Archivos%20de%20programa\Neo%20Technology\Neo%20Security%20Suite%202.0\Doc\context.chm::/Help123.html#wp5002205
mk:@MSITStore:C:\Archivos%20de%20programa\Neo%20Technology\Neo%20Security%20Suite%202.0\Doc\context.chm::/Help192.html#wp5003151
mk:@MSITStore:C:\Archivos%20de%20programa\Neo%20Technology\Neo%20Security%20Suite%202.0\Doc\context.chm::/help140.html#wp5002258
mk:@MSITStore:C:\Archivos%20de%20programa\Neo%20Technology\Neo%20Security%20Suite%202.0\Doc\context.chm::/help141.html#wp5002269
mk:@MSITStore:C:\Archivos%20de%20programa\Neo%20Technology\Neo%20Security%20Suite%202.0\Doc\context.chm::/help142.html#wp5002272
mk:@MSITStore:C:\Archivos%20de%20programa\Neo%20Technology\Neo%20Security%20Suite%202.0\Doc\context.chm::/help143.html#wp5002277

error, we recommend that you save the report on component operation in a file using
the Save as button, contact the Technical Support Service, and send us the report file.

Neo Technology specialists wil | investigate the problem and assist you.
The Network Monitor section displays composite information on network activity on
your computer. The Firewall collects and analyzes this information. Consequently if this

Anti -Hacker module is disable d, the networ k is not monitored.
To view detailed information, left  -click anywhere in the section. The window that opens
will display information on the following tabs:

1 The Established connections _tab displays all network connections currently

active on your computer.  These include both connections initialized by your

computer and inbound  connections.

The Open ports tab lists all the ports open on your computer.

The Traffic tab contains the volume of information received and sent between
your computer and other computers on the network that you are currently work
on.

E ]

This tab displays a brief overview of network attacks on your computer. This
information is recorded if Intrusion Detector is enabled, which monitors all attempts to
attack your computer.

The Network attacks tab li sts the following information on attacks:

Source of the attack. This could be an IP address, host, etc.

Local port number on which the attack on the computer was attempted.
Brief description of the attack.

The time when the attack was attempted.

E R

To delete all the attacks from list, click Actions Y Clear all .

All computers that have been blocked after an attack was detected by Intrusion

Detector are listed on this report tab.

The name of each computer and the time that it was banned are shown. You can

unblock a computer on this tab. To do so, select it from the list and click the Actions Y
Unblock button.

If Neo Security Suite is using the Firewall, all applications with actions th at match rules
for applications and were logged during the current session of the application are listed
on the Application activity tab.

Activity is only recorded if Log event flag is checked in the rule. It is deselected by
default in application rules  included with Neo Security Suite.

This tab displays the basic properties of each application (name, PID, rule name) and a
brief summary of its activity (protocol, packet direction, etc.). Information is also listed
about whether the application's activity is blocked.

To delete all the applications from list, click Actions Y Clear all .

The Packet filtering tab contains information about sending and receiving packets that
match filtration rules and were  logged during t he current session of the application.

Activity is only recorded if Log event flag is checked in the rule. It is deselected by
default in the packet filtering rules included with Neo Security Suite.

The outcome of filtration (whether the packet was bloc ked), direction of the packet,
protocol, and other network connection settings for sending and receiving packets are
indicated for each packet.
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To delete the information about packets from the report, click Actions Y Clear all .

All active network connections established on your computer at present are listed on

the Established connections tab. Here you will find the name of the application that
initiated the connection, th e protocol used, the direction of the connection (inbound or
outbound), and connection settings (local and remote ports and IP addresses). You can
also see how long a connection has been active and the volume of data sent and

received. You can create arul e for connection or get rid of it. To do so, use the
appropriate options on the context menu, which you can open by right -clicking on the
list of connections.

All ports open on your computer for network connections at pre sent are listed on the
Open ports tab. It lists the number, data transfer protocol, name of the application that
uses the port, and the time period over which the port has been open for connection for
each port.

This information may be useful during virus breakouts and network attacks when you
know exactly which port is vulnerable. You can find out whether that port is open on

your computer and take the necessary steps to protection your computer (for example,
enabling Intrusion Detector, closing the vulne rable port, or creating a rule for it).

This tab holds information on all the inbound and outbound connections established
between your computer and other computers, including web servers, mail servers, etc.
The following info rmation is given for every connection: name and IP address of the
host that the connection is with, and the amount of traffic sent and received.

ANTISPAM
1. How does Neo Security Internet Suite v.2.0. Protects my

computer from?

Neo Security Suite 2.0 inc ludes a special component that detects spam and processes
it according to the rules of your mail client, saving you time when using e -mail.
E-mail is scanned for spam according to the following algorithm:

1. The sender's address is scanned for matches on bl ack and white lists of

addresses.
1 If the sender's address is on the white list, the e -mail is assigned the
status not spam .
1 If the sender's address is on the black list, the e -mail is assigned the
status spam. Further processing depends on the action you select
2.1 f the senderds address is not de-maidist ed

analyzed usi ng PDB technology for phrases typical of spam. The analysis uses
the database formed by training Anti ~ -Spam.
3. Anti-Spam examines the text of the e -mail in detail and scans it for lines from the
black or white list.
1 If the text of the e -mail contains lines from the white list of lines, the e -
mail is assigned the status  not spam .
1 If lines from the black list of lines are en  countered, the e -mail is assigned
the status spam. Further processing depends onthe  action you select
4. If the e -mail does not contain lines on black or white list, it is analyzed for
phishing.
1 If the text of the e -mail contains phishing elements, the e  -mail is assigned
the status spam. Further processing depends on the  action you select
1 If the text of the e -mail does not contain phishing elements, the e -mail is
assigned the status not spam .
5. If the e-mail does not contain phishing lines, it is scanned for spam using special
technologies:
1 image analysis using GSG technology

on

a

whi
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1 message text analysis using spam recognition algorithm - iBayes
algorithm
6. Then the e -mail is scanned for additional spam filtration factors set by the user
when configuring Anti  -Spam. This could include scanning for correctness of
html tags, font size, or hidden characters.

You can disable each of the stages listed above that the e -mail undergoes when being
analyzed for spam.
Anti -Spam is built into the following mail clients as a plug -in:

T Microsoft Office Outlook
T Microsoft Outlook Express
 The Bat!

This option is only suppo rted for the 32 -bit builds of Microsoft Office Outlook and The
Bat! For computers running Microsoft Windows XP Professional x64 Edition or Microsoft
Windows Vista x64.

The task panel for Microsoft Office Outlook and Outlook Express clients has two
buttons , Spam and Not spam , which can configure Anti -Spam to detect spam in the
specific context of your correspondence. In The Bat! there are no such buttons,
although the program can be trained using the special items Mark as spam and Mark as
NOT spam on the Special menu. In addition, special processing parameters _ for spam
are added to all the settings of the  mail client.

Anti -Spam uses a modified self -training iBayes algorithm, which allows the component
over time to more accurately distinguish between spam and accepted majl . The source
of data for the algorithm is the contents of the letter.

Situations aris e when the modified self -training iBayes algorithm is unable to classify a
certain e -mail as either spam or good mail to a high degree of accuracy. Such an e -mail
will be assigned the status of  probable spam .

In order to reduce the number of e -mails that are probable spam, we recommended that
you conduct additional  Anti -spam training _for such e -mails. To do so, you must specify
which of those e -mails should be classified as  spam, and which as not spam .

E-mails that are spam or probable spam are modified: the markings [!! SPAM] or [??
Probable Spam] , are correspondingly added to the subject line.

The rul es for processing e -mails noted as spam or probable spam for Microsoft Office
Outlook, Microsoft Outlook Express, or The Bat! are assigned in special plug -ins
created for those mail clients. For other mail clients, you can configure filtration rules

so that they take into account the subject line and, for example, depending on whether

the e-mail contains [!! SPAM] or [?? Probable Spam] , so that they move the e -mail to the
corresponding folder. For a more detailed look at the filtration mechanism, please

con sult the documentation for your mail client.

2. How d

Neo Security Suite protects you from spam on one of the following levels:

Block all - strictest level of aggressiveness, on which any mail other tha n messages
containing lines from the phrase white list and senders listed on the white list are
recognized as spam. On this level, the e -mail is only analyzed against the white list. All
other features are disabled.

High - a stricter level that when activated raises the likelihood that some e -mails that
are not actually spam will be marked as spam. On this level the me ssage is analyzed

using the white and black lists, and also using PDB, GSG technologies and iBayes
algorithm .

This level should be applied in cases when there is a high likelihood that the recipient's
address is unknown to spammers. For example, when the recipient is not registered in

the mass mailings and does not have an e -mail address on free/non -corporate mail
serv ers.

Recommended - the most universal settings level for classifying e -mail.
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At this level, it is possible that some spam will not be detected and some good mail will

be classified as spam. This shows that Anti  -Spam is not trained well enough. We
recomme nd that you conduct additional training for the module using the Training
Wizard or the Spam/Not spam button (menu items in the Bat!).

Low - the most loyal settings level. It could be recommended for users whose incoming
correspondence for some reason contains a significant number of words recognized by

Anti -Spam as spam, but is not. The cause of such a  situation may be the professional
activity of the recipient, by virtue of which he is forced to use professional terms in his
correspondence with colleagues that are widespread in spam. All spam detection
technologies are used to analyze e -mails on this le vel.

Allow all - the lowest aggressiveness level, on which only mail that contains lines from

the phrase black list and senders listed on the address black list are recognized as
spam. On this level, the e -mail is only analyzed against the black list. All other features
are disabled.

By default, Anti -Spam is set to the Recommended aggressiveness level

You can boost or reduce or the level or change the settings for the current level.

In order to modify a protection level,

Adjust the sliders. By adjusti ng the aggressiveness level, you define the correlation
between spam, probable spam, and good mail factors .

To modify the settings for the current level,

Click the Customize button in the Anti -Spam settings window. Edit the spam factor
in the window that opens and click  OK.

As a result, the protection level will change to User defined , containing protection
settings that you configure d.

3. How does the training system w  ork in the Anti -spam?

Anti -Spam comes with a preinstalled e -mail database containing fifty spam samples. It

is recommended that the Anti  -Spam module undergo further training on your e -mails.
There are several approache s to training Anti -Spam:

1 Use the Training Wizard .

1 Training Anti -Spam using the outgoing email messages

1 Train directly while working with e _-mail by using special buttons in the mail
client tools panel or menu items.

I Train when working with  Anti -Spam reports .

Training with the Training Wizard is preferable from the very onset of using Anti -Spam.
The wizard can train Anti  -Spam on a large number of e -mails.

Note that you cannot train Anti  -Spam with more than 50 e -mails per folder. If there are
more e -mails in the folder, the program will use the last fifty for training.

Additional training using special buttons in the mail client interface are prefera ble when
working directly with e -mail.

4. How do | use the training wizard  ?

The Training Wizard can train Anti  -Spam by indicated which mailbox folders contain
spam and good mail.

To open Training Wizard,

1. Select Anti-Spam in the settings window.
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2. Clickt he Training Wizard button in the right -hand part of the settings
window.

Training Wizard includes step  -by-step procedures for training Anti ~ -Spam. Clicking the
Next button will take you to the next step of training, and the Back button will take you
to the previous one.

Step One of Traini ng Wizard consists of selecting folders that contain good
correspondence. In this stage, you must only select the folders whose contents you

fully trust.

Step Two_of Training Wizard consists of selecting folders that contain spam.

In Step Three , Anti-Spam is automatically trained on the folders you selected. The e -
mails in those folders will fill the Anti  -Spam database. The senders of good mail are
automatically added to the address white list.

In Step Four , the results of training must be saved using on e of the following methods:
add the results of training to the current database or replace the current database with

the database created through training. Please bear in mind that the program must be
trained on at least 50 good e -mails and 50 spam e -mails for spam detection to work
correctly. If you do not, the iBayes algorithm will not work.

To save time, the Training Wizard only trains on 50 e -mails in each selected folder.

5. How do | train the Anti-spam using outgoing email
messages ?

You can train A nti-Spam with outgoing e -mails from your mail client. Then the Anti  -Spam
address white list will be filled based on analyzing outgoing messages. Only the first
fifty e -mails are used for training. Then training is complete.

To train Anti -Spam with outgoin g e-mails:
1. Select Anti-Spam in the settings window.
2. Check Train using outgoing email in the Training section.
Warning!
Anti -Spam will only train itself with outgoing e  -mails sent via MAPI protocol if you check

Scan when sending in the Microsoft Office Outlook Mail Anti  -Virus plug -in.

6. How do | train the Anti -spam usi ng my mail client ?

Training while working directly with e -mail involves using special buttons on your mail
client's tools panel.

When you install Anti -Spam on your computer, it is built in to the following mail clients:

1 Microsoft Office Outlook.
1 Microsof t Outlook Express.

1 The Bat!
Thus in the task panel of Microsoft Office Outlook two buttons, Spam and Not spam , and
the Anti-Spam tab with actions in the menu Help ® Settings . Microsoft Outlook Express,
in addition to the Spam and Not spam add the Settings button to the task panel , using
which a window with  actions on spam is opened. In The Bat! there are no such buttons,
although the program can be trained using the special items Mark as spam and Mark as

NOT spam on the Special menu.
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If you decide that the e -mail selected is spam, click the ~ Spam button. IF the e -mail is not
spam, click Not spam . After this, Anti -Spam will perform training on the letter selected.

If you select several e -mails, training wil | take place on all the selected e  -mails.

Warning!

In cases when you need to immediately select several e -mails, or are certain that a
certain folder only contains e -mails of one group (spam or not spam), you can take a
multi -faceted approach to training  using Training Wizard .

7. How do | train the Anti-spam using the Anti -spam

reports?
You have the opti on of training Anti -Spam judging by reports.
To view the component's reports,

1. Select Anti -Spam in the Protection section of the main program window.
2. Left-click inthe Statistics section.

The component's reports can help you make a conclusion about the accuracy of its
configuration, and, if n  ecessary, make certain corrections to Anti -Spam.
To mark a certain e -mail as spam or not spam,

1. Select it from the report list on the Event Log tab and use the Actions button.
2. Select one of the following items:

1 Mark as spam

1 Mark as not spam

1 Add to white list

1 Add to black list

Anti -Spam will continue further training on the basis of this e -mail.

8. How do the Anti -spam configuration settings ~ work?
The delicate configuration of Anti  -Spam is an integral part of the spam protection
feature. All settings for co mponent operation are located in the Neo Security Suite
settings window and allow you to:

Determine the particulars of operation  of Anti -Spam.

Select the different  spam filtration technologies

Regulat e accuracy of the spam and probable spam definition

Create white and black lists _ for senders and key phrases.

Configure additional characteristics of spam filtration

Maximally reduce the amount of spam in your inbox through preliminary work
with the Mail Dispatcher .

E I EE EE]

9. How do | configure scanning settings  ?
You can configure the following scan settings:

1 Should traffic from POP3 and IMAP protocols b e scanned. Neo Security Suite
scans by default mail on all these protocols.

Should plug -ins be activated for Microsoft Office Outlook and The Bat!

Should e -mail be viewed via POP3 in the Mail Dispatcher prior to downloading it
from the mail server to the user's inbox.

f
f

To configure the settings listed above,
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1. Selectthe Anti -Spam component in the Anti -Spam settings window.
2. Check the boxes inthe Connectivity section.
3. Edit the network settings, if necessary.

10. How do | select the spam filtration technology ?
E-mails are scanned for spam by using state  -of-the -art filtration technologies:

1 iBayes, based on the Bayes theorem, analyzes e -mail text to detect phrases in it
related to spam. The analysis uses the statistics obtained by training Anti_-Spam.
1 GSG, which analyzes graphic elements ine  -mails using special graphic
signatures to detect spam in graphics.
1 PDB, which analyzes e -mail headings and classifies them as spam based on a
set of heuristic rules.

The program utilizes all the filtration technologies by default, which checks e -mail for
spam as completely as possible.

To disable any of the filtration technologies:

1. Open the Anti -Spam settings window with the  Settings link in the main window.
2. Click Customize inthe Sensitivity section and in the window that opens select

the Spam recognition tab.
3. Uncheck the boxes next to the filtration technologies that you do not want to use
for analyzing e -mails for spam.

11. How do | define spam and potential spam factors ?

Neo Technology specialists have tried to optimally configure A nti-Spam to recognize
spam and probable spam.

Spam detection operations on  state -of-the -art filtration technologies helps the user to
train Anti -Spam to recognize quite accurately spam, potential spam, and good mail with

a certain number of e -mails from your in -box.

Anti -Spam is trained working with the Training Wizard, and training from mail clients. In

doing so, eve ry individual element of good e -mails or spam is assigned a factor. When
an e-mail enters your inbox, Anti -Spam scans the e -mail with iBayes for elements of
spam and of good e -mail. The potential spam factor defines the likelihood that the e -mail
will be c lassified as potential spam. If you are using the Recommended level, any e -mail
has between a 50% and 59% chance of being considered potential spam . Good mail
refers to mail that, after being scanned, has a spam factor of less than 50%.

The spam factor de termines the likelihood that Anti  -Spam will classify an e -mail as
spam. Any e -mail with chances beyond that indicated above will be perceived as spam.

By default, the spam factor is 59% for the Recommended level. This means that any e -
mail with a likelihoo d of more than 59% will be marked as spam.

In all, there are five aggressiveness levels , three of which ( High, Reco mmended , and
Low) are based on various spam and potential spam factor values.

You can edit the Anti -Spam algorithm on your own: To do so:

1. Select Anti-Spam in the Neo Security Suite settings window.
2. Inthe Sensitivity section of the right -hand part of the window, click Customize .

3. In the window that opens, on the Spam recognition tab, adjust the spam
and potential spam factors in the sections for them.
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12. How do | create White and Black lists manually ?

Users create black and white lists manually by using Anti -Spam with thei r e-mail. These
lists house information on user addresses that are considered safe or spam and various

key words and phrases that identify them as spam or safe mail.

The chief application of the lists of key phrases, and in particular the white list, is t hat
you can make agreements with trusted addressees, for example, with your colleagues,

to sign your correspondence with a certain phrase. It can be any phrase. You could use,

for example, a PGP signature as a signature. You can use wildcards in the signat ures
and in the addresses: * and? An asterix represents any sequence of characters of any
length. A question mark represents any one character.

If there are asterixes and questions marks in the signature, to prevent errors with Anti -

Spam processes them; they should be preceded by a backslash. Then two characters
are used instead of one: * and?

13. What is a White list?

The white list contains key phrases from e  -mails that you marked as  not spam , and
addresses of senders from  who spam would not come. The whi te list is filled manually,
and the list of senders' addresses is done automatically while training the Anti -Spam
component. You can edit this list.

To configure the white list,

1. Select Anti-Spam inthe Neo Security Suite settings window.

2. Click the Customize button in the r ight -hand part of the settings window.
3. Openthe White list tab.

The tab is divided into two sections: the upper portion contains the addresses of

senders of good mail, and the lower contains key phrases from such e -mails.

To enable phrase and address whi te lists during spam filtration, check the

corresponding boxes inthe  Allowed senders and Allowed phrases sections.

You can edit the lists using the buttons in each section.

You can assign both addresses and address masks as the address list. When enteri ng
an address, the register i s notsomeakamplesdfnt o
address masks:

lvanov@test.ru - e-mails from this address will always be classified as good mail;

*@test.ru - e-mail from any sender in the domain  fest.ru is good, for e xample:

petrov@test.ru , sidorov@test.ru ;

1 ivanov@* - a sender with this name, regardless of the mail domain, always sends
only good mail, for example:  ivanov@test.ru , ivanov@mail.ru ;

1 *@test* - e-mail from any sender in a domain that begins with test is not spam,
for example: /vanov@test.ru , petrov@test.com

1 ivan.*@test. ??? - e-mail from a sender whose name begins with ivan. and whose

domain name begins with test and ends in any three characters is always good,

for example: /van.ivanov@test.com , ivan.petrov@t est.org .

E ]

You can also use masks for phrases. When entering a phrase, the register is not taken
into account. Where are some examples of some of them:

1 Hi Ilvan! - an e-mail that only contains this textis a good e  -mail. It is not
recommended to use such a phrase as a white list phrase.

Hi, Ivan!* - an e-mail beginning with the phrase  Hj, /van! is good.

Hi, *1 * - e-mails beginning with the greeting Hi and an exclamation point
anywhere in the e -mail are not spam.

f
f

account .



1 */van? * - the e -mail contains a greeting to  a user with the name /van, whose
name is followed by any character, and is not spam.
1 */vanl? *- e-mails containing the phrase  /van? are good.

If at present you want to cancel classification of a certain address or phrase as good
mail attributes, itis not necessary to delete them from the list; simply uncheck their
names.

You have the option of importing CSV format for white list addresses.

14. What is a Black list?

The black lists of senders stores key phrases frome  -mails that you feel constitute
spam, and the addresses of their senders. The list is filled manually.
To fill the black list,

1. Select Anti-Spam in the Neo Security Suite settings window.

2. Click the Customize button in the right -hand part of the settings window.
3. Openthe Black list tab.

The tab is divided into  two sections: the upper portion contains the addresses of
senders of spam, and the lower contains key phrases from such e -mails.

To enable phrase and address black lists during spam filtration, check the
corresponding boxes inthe  Blocked senders and Blocked phrases sections.

You can edit the lists using the buttons in each section.

You can assign both addresses and address masks as the address list. When entering
an address, the register i s notsomeakamplesdfnt o
address masks:

1 Wvanov@test.ru - e-mails from this address will always be classified as spam;

1 “*@test.ru - e-mail from any sender in the domain  fest.ru is spam, for example:
petrov@test.ru , sidorov@test.ru ;

1 ivanov@* - a sender with this name, regardless of the mai | domain, always sends
only spam, for example: /vanov@test.ru , ivanov@mail.ru

1 “*@test* - e-mail from any sender in a domain that begins with test is spam, for

example: /vanov@test.ru , petrov@test.com ;

1 ivan.*@test.??? - e-mail from a sender whose name begin s with /van. and whose
domain name begins with  fest and ends in any three characters is always spam,
for example: Jvan.ivanov@test.com , ivan.petrov@test.org

You can also use masks for phrases. When entering a phrase, the register is not taken
into account . Where are some examples of some of them:

1 Hi lvan! - an e-mail that only contains this text is a spam. It is not recommended

to use such a phrase as a listed phrase.

Hi, lvan!* - an e-mail beginning with the phrase  Hij, /van! is spam.

Hi, * * 8 e-mails beginning with the greeting A/ and an exclamation point

anywhere in the e -mail are spam.

1 */van? * 8 the e -mail contains a greeting to a user with the name /van, whose
name is followed by any character, and is spam.

1 */van|? *8 e-mails containing the phr ase /van? are spam.

f
f

If at present you want to cancel classification of a certain address or phrase as signs of
spam, it is not necessary to delete them from the list; simply uncheck their names.

account .



15. How do | configure additional spam filtration features ?

In addition to the main features that are used to filter spam (creating white and black
lists, phishing analysis, analysis using filtration technologies), you can assign additional
features.

To configure additional spam filtration features:

1. Select Anti-Spam in the Neo Security Suite settings window.

2. Click the Customize button in the right -hand part of the settings window.

3. Openthe Additional tab.
The tab lists a series of indicators that will classify e -mail as being, more likely than not,
spam.

To use any additional filtration indica  tors, check the flag next to it. Each of the factors
additionally requires that you set a spam factor (in percentage points) that defines the
likelihood that an e -mail will be classified as spam. The default value for the spam factor
is 80%. The e -mail wil | be marked as spam if the sum of the likelihoods for all additional
factors exceeds 100%.

I f you enable filtration for Omessages not addresse
your addresses in the window that opens by clicking My addresses .

16. How do | create a list f trusted addresses ?

I f you enable spam filtration for Omessages not add
trusted e -mail addresses.

The recipientods addr ess wimblillisamalyzed Iftheraddecss when t he e
does not match a ny of those on your list, the e -mail will be labeled as spam.

You can create and edit an address list in the My addresses using the Add, Edit,
and Delete button.

17. What is a Mail Dispatcher ?

Warning!

Mail Dispatcher is only available if you receive mail via POP3 proto col.

Mail Dispatcher is designed for viewing the list of e -mail messages on the server
without downloading them to your computer. This way you can refuse to accept
messages, saving not only time and money when working with e -mail, but reducing the
likeli hood of downloading spam and viruses to your computer.

Mail Dispatcher opens if the box Open Mail Dispatcher when receiving email in the

Anti -Spam settings is checked.
To delete e -mails from the server without downloading them onto your computer,



Check the boxes on the left of the e -mails that should be deleted and client the Delete
button. The e -mails checked with are deleted from the server. The rest of your mail will
be downloaded to your computer after closing the Mail Dispatcher window.

Sometimes it can be difficult to decide whether you ought to accept a certain e -mail
judging only by the sender and the e -mail's sub ject line. In such cases, Mail Dispatcher
will provide you will more information on the e -mail by downloading its headers.

To view an e -mails headers,

Select the e-mail from the list of incoming mail. E  -mail headers will be displayed in the
lower part of the form.

E-mail headers are not of a significant size, generally a few dozen bytes, and cannot
contain malicious code.

It may help to view headers, for example, in the following situation: spammers have
installed a malicious program on your colleague's computer that sends spam with his
name on it, using his mail client's contact list. The likelihood that you are on your
colleague's contact list is extremely high, which will undoubtedly lead to your inbox
being filled with spam from your colleague. In su ch a situation, it is impossible to tell
judging by the sender's address alone whether the e -mail was sent by your colleague or
the spammer. Use the e -mail headers! Check carefully to see who sent the e -mail,
when, and what size it is. Trace the path of th e e-mail from the send to your mail server.
All this information should be in the e  -mail headers. Make a decision whether it is really
necessary to download that e -mail from the server or if it is actually best to delete it.

Note:

You can sort e -mails by any of the columns of the e -mail list. To apply sorting, click on
the column heading. The lines will be software in ascending order. To change the
direction of sorting, click on the column heading again.

18. What actions are taken on spam ?

If after sca nning you find that an e -mail is spam or probable spam, further operations of
Anti -Spam depend on the status of the object and the action selected. By default, e -
mails that are spam or probable spam are modified: the markings [!! SPAM] or [??
Probable Spam ], are correspondingly added to the subject line.

You can select additional actions on spam or probable spam. In Microsoft Office

Outlook, Microsoft Outlook Express and The Bat! special plug -ins are provided to do so.
For other mail clients, you can confi  gure the filtration rules.

19. How do | configure spam processing in Mic rosoft Office
Outlook?

This option is only supported for the 32  -bit build of Microsoft Office Outlook for
computers running Microsoft Windows XP Professional x64 Edition and Microsoft
Windows Vista x64.

By default, e -mail that is classified by Anti -Spam as spam or probable spam is marked
with special markings [!! SPAM] or [?? Probable Spam] inthe Subject line.
Additional actions on spam and probable spam in Microsoft Office Outlook can be found
on the special Anti-Spam tab on the menu Help ® Settings .
It opens automatically when the mail client is first opened after installing the program
and asks if you what to configure spam processing.
You can assign the following processing rul es for both spam and probable spam:
Move to folder - spam is moved to the folder of your inbox that you specify.
Copy to folder - a copy is created of the e -mail and it is moved to the specified
folder. The original e -mail stays in your inbox.
Delete - delete spam from the user's mailbox
Skip - leave the e -mail in the inbox
To do so, select the appropriate value from the dropdown list in the Spam or Probable
Spam section.



You can also configure Microsoft Office Outlook and Anti -Spam to work together:

Scan upon receiving . Ale-mai | s that enter the userds
processed acc ording to the Microsoft Office Outlook rules. After processing is
complete, the remaining messages that do not fall under any of the rules are
processed by the Anti -Spam plug-in. In other words, e -mails are processed
according to the priority of the rules. Sometimes the priority sequence may be
ignored, if, for example, a large number of e  -mails arrive in your inbox at the
same time. In such a case, situations could arise when information about an e -
mail processed by a Microsoft Office Outlook rule is logge d in the Anti -Spam
report as spam. To avoid this, we recommend configuring the Anti -Spam plug -in
as a Microsoft Office Outlook rule.

Use Microsoft Outlook rule . With this option, incoming messages are
processed based on a hierarchy of Microsoft Office Outlook rules that have
been created. One of the rules must be a rule about Anti -Spam proc essing e -
mails. This is the best configuration. It will not cause conflicts between Microsoft
Office Outlook and the Anti -Spam plug-in. The only shortcoming of this
arrangement is that you must create and delete spam processing rules through
Microsoft Outl ook manually.

The Anti -Spam plug -in cannot be used as an Microsoft Office Outlook rule in Microsoft
Office XP if you are running Microsoft Windows 9x/ME/NT4 due to an error in Microsoft
Office Outlook XP.

20. How do | configure spam processing in Micr osoft Outlook

Express?
By default, e -mail that is classified by Anti -Spam as spam or probable spam is marked
with special markings [!! SPAM] or [?? Probable Spam] inthe Subject line.
Additional actions on spam and probable spam in Microsoft Outlook Express can be
found in a special window that opens when you click the Settings button near the other
Anti -Spam buttons on the tasks panel:  Spam and Not spam .
It opens automatically when the mail client is first opened after installing the program
and asks if yo u what to configure spam processing.
You can assign the following processing rules for both spam and probable spam:
Move to folder - spam is moved to the folder of your inbox that you specify.
Copy to folder - a copy is created of the e -mail and it is m oved to the specified
folder. The original e -mail stays in your inbox.
Delete - delete spam from the user's mailbox
Skip - leave the e -mail in the inbox
To do so, select the appropriate value from the dropdown list in the Spam or Probable
Spam section.

21. How do | configure spam processing in Th e Bat!?

This option is only supported for the 32  -bit build of The Bat! for computers running
Microsoft Windows XP Professional x64 Edition or Microsoft Windows Vista x64.

Actions on spam and probable spam in The Bat! are defined by the client's own tools:
To set up spam processing rules in The Bat!,

1. Select Preferences fromthe Options menu.
2. Select Spam protection from the settings tree.

The protection settings for spam presented extend to all the anti -spam mod ules
installed on the computer that support work with the Bat!
You must set the rating level and specify how to respond to e -mails with a certain rating

(in the case of Anti -Spam, the likelihood that the e -mail is spam):



1 Delete the e -mails with a rating higher than a given value.
1 Move e-mails with a given rating to a special folder for spam.
1 Move spam marked with special headers to the spam folder.
1 Leave spam inthe Incoming folder.

Warning!

After processing an e -mail, Neo Security Suite assigns a spam o  r probable spam status
to the e -mail based on a factor with a value that you can adjust. The Bat! has its own e -
mail rating algorithm for spam, also based on a spam factor. So that there is no
discrepancy between the spam factor in Neo Security Suite and in The Bat!, all the e -

mails scanned by Anti -Spam are assigned a rating in accordance with the e -mails
status: good mail - 0%, probably spam - 50 %, spam - 100 %.

Thus, the e -mail rating in The Bat! Corresponds not to the e -mail factor assigned in Anti -
Spam but to the factor of the corresponding status.

For more details on the spam rating and processing rules, see documentation for The

Bat!

22. Where do | check Anti-spam statistics ?

You will find general information on component operation in the main window of the
program. In order to examine them, select Anti -Spam in the Protection section of the
main window.

The Statistics section contains information on how many e -mails have been scanned
with Neo Security Suite was started and how many of them have been classified as

spam. To view detailed information, left  -click anywhere in the section. You will be
presented with a full report.

The first thing that you should notice is the Anti -Spam status: whether it is currently
enabled. If an error occurs in component operation, we recommend that you try

restarting the component. To do so, use the button in the status field. If the next
attempt again produces the error, we recommend that you save the report on
component operation in a file using the Save as button, contact the Technical Support
Service, and send the report file. Neo Technology specialists will investigate the

problem and assist you.

Anti -Spam composite statistics are shown in the upper part of the report and contain

the total number of e -mails processed and the number of e  -mails recognized as spam. If
Anti -Spam does not have enough information to accurately classify mail, the heading of

the report says how many e -mails are necessar y to complete training. You can

complete training using  Training Wizard , outgoing email messages , from mail clients
and also directly from the  repor t.

Basic information on Anti  -Spam operation is grouped by tab in the middle of the

window.

1 A complete list of events that have arisen while using the component is kept on
the Event log tab. This is where the results of the Anti  -Spam training are
displayed, showing the factor, category, and reasons for one or another e -mail
classification.

Using the sp ecial context menu, you can train while viewing the report. To do so,
select the name of the e -mail and open the context menu by right  -clicking and
select Mark as spam , if the e -mail is spam, or Mark as not spam , if the selected
e-mail is good mail. In add ition, based on the information obtained by analyzing
the e -mail, you can add to the Anti  -Spam white and black lists. To do so, use the
corresponding items on the context menu.

1 The aggressiveness level on which mail analysis is performed and other setting s
for component operation are given on the Settings tab.
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SCANNING FOR VIRUSES IN YOUR COMPUTER

One of the important parts of protecting your computer from viruses is scanning for
viruses in the areas that the user specifies. Neo Security Suite 2.0 can scan individual
items for viruses (files, folders, disks, p lug -and -play devices), or the entire computer as
a whole. Scanning for viruses rules out the possibility of malicious code from spreading
that has escaped detected by protection components for one reason or another.

Neo Security Suite 2.0 includes three d  efault scan tasks.

Critical areas

Scans all critical areas of the computer for viruses. This includes: system memory,
programs loaded on startup, boot sectors on the hard drive, and the Windows and
system32 system directories. The aim is to quickly detec t active viruses in the system
without fully scanning the computer.

My Computer

Search for viruses on your computer with a through scan of all disk drives, memory,
and files.

Startup objects
Scans all programs that are loaded when the operating system boots up for viruses.

The default settings for these tasks are the recommended ones. You can edit the se
settings _or create a schedule _for running tasks.

You also have the option of creating virus scan tasks  and creating a performance
schedule for them. For example, you can create a scan task for mail databases once
per week or a virus scan task for the My Documents folder.

In addition, you can scan any object for viruses (for example, the hard drive where
programs and games are, e -mail databases that you've brought home from work, an
archive attached to an e -mail, etc.) without creating a special scan task. You can select

an object to scan from the N eo Security Suite 2.0 interface or with the standard tools of

the Microsoft Windows operating system (for example, in the Explorer program window
or on your Desktop , etc.).
You can view a complete list of virus scan tasks for your computer in the Scan sectionin

the left portion of the main program window.

You can run a virus scan task manually or automatically using a schedule .
7o start a virus scan task manually,

Select the task name in the Scan section of the main program window and click the
button on the status line.

The tasks currently being performed are displayed in the context menu by right -clicking
on the system tray icon.

To pause a task,
Click the button in the status field. The task status will change to paused . This will

pause the scan until you start the task again manually or it starts again automatically
according to the schedule.
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To stop a task,

Click the button in the status field. The task status will change to stopped . This will
stop the scan until you start the task again manually or it starts again automatically
according to the schedule. The next time you run the task, the program will ask if you

would like to continue the task where it stopped or begin it ove r.

To view a list of objects to be scanned with a particular task, select the task name (for
example, My computer ) in the Scan section of main program window. The list of objects
will be displayed in the right -hand part of the window of the status line.

g System memary
&y Startup Objects
&y System Restore
— Mailboxes

g All Hard Drives

b &l Removable Drives

[ Z# all Metwark Drives
Details...

Object scan lists are already made for default tasks created when you install the
program. When creating your own tasks or when selecting an object for a virus scan

task, you can create a list of objects.

You can add to and edit an object scan list using the buttons to the right of the list. To

add a new scan object to the list, click the Add button, and in the window that opens
select the object to be scanned

For t he user 6s conveni ences to & scan acca suchaad thailc at egor i
databases, RAM, startup objects, operating system backup, and files in the Neo
Security Suite Quarantine folder.

In addition, when you add a folder that contains embedded objects to a scan area, you

can edit the recursion. T 0 do so, use the corresponding item on the context menu.

To delete an object, select it in the list (when you do so, the name of the object will be
highlighted in gray) and click the Delete button. You can temporarily disable scanning
for individual object s for any task without deleting them from the list. To do so, you only
need to uncheck the object that you do not want scanned.

To start a scan task, click the  Scan button or select Start from the menu that opens
when you click the Actions button.

In add ition, you can select an object to be scanned with the standard tools of the
Microsoft Windows operating system (for example, in the Explorer program window or
on your Desktop , etc.). To do so, place the cursor or the name of the selected object,
open the Microsoft Windows context menu by right  -clicking, and select Scan for
viruses .

|  Open
Explore
Search...

Manage
|

3 3
{5 Buscar virus

Map MNetwork Drive. ..
Disconnect Network Drive. ..

Show on Desktop
Rename

Properties




To scan objects on your computer for viruses, you can use built -in scan tasks included
with the program, as well as creating your own tasks. New tasks are created based on

scan tasks that already exist.

To create a new virus scan task,

1. Select the task with the settings closest to those you need in the Scan section of
the main program window.

2. Open the context menu by right -clicking or click the  Actions button to the right
of the scan object list and select  Save as... .

3. Enter the name fo r the new task in the window that opens and click OK. A task
with that name will then appear in the list of tasks in the Scan section of the main
program window.

Warning!
There is a limit to the number of tasks that the user can create. Maximum number of
tasks is four.

The new task inherits all the properties of the task on which you based it. You need to
continue setting it up by creating an scan object list , setting up properties that will
govern t he task, and, if necessary, configuring a schedule for running the task
automatically.

To rename a t ask,

Select the task in the Scan section of the main program window, right -click to open the
context menu or click the  Actions button on the right of the list of scan objects, and
select Rename.

Enter the new name for the task in the window that opens an d click OK. The task name
will be the changed in the Scan section.
To delete a task,

Select the task in the Scan section of the main program window, right -click to open the
context menu or click the  Actions button on the right of the list of scan objects , and
select Delete .

Confirm that you want to delete the task in the window that asks you for confirmation.
The task will then be deleted from the list of tasks in the Scan section.

Warning!

You can only rename and delete tasks that you have created.

What methods you use to scan objects on your computer is determined by a set of
properties assigned for each task.
To begin configuring task settings,

Select the task name inthe Scan of the main w indow and use the Settings link to open
the task settings window.

You can use the settings window for each task to:

1 selecta security level with the settings that the task will use;
1 edit advanced settings:
1 specify the settings that define what file types are to be scanned for
viruses;
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1 configure task s tart using a different user profile
1 configure advanced scan settings
restore default scan settings;
select an action that the program will apply when it detects an infected or
potentially infected object;
1 Create aschedule to automatically run tasks.

E ]

In addition, you can configure universal settings __ for running all tasks.

Each virus scan task scans objects on one of these levels:

High - the most complete scan of the entire computer or individual disks, folde rs, or
files. We recommend using this level if you suspect that a virus has infected your
computer.

Recommended . Neo Technology experts recommend this level. The scan works the
same as on High, except for e -mail formatted files.

Low - level with settings that let you comfortably use applications that require
significant system resources, since the set of files scanned is cut back.

By default, file scanning is setto  Recommended .

You can raise or lower the scan security level by selected the level you wa nt or
changing the settings for the current level.

In order to change the security level,

Adjust the sliders. By adjusting the security level, you define the ratio of scan speed and
the total number of files scanned: the fewer files are subject to analys is for viruses, the
higher the scan speed.

If none of the file security levels listed meet your needs, you can customize the scan
settings. To do so, select the level that is closest to what you need as a starting point
and edit its settings. In such aca se, the level will be setat User defined .

To modify the settings for the current security level,

Click the Settings button in the task settings window. Edit the file scan settings in the
window that opens and click  OK.

As a result, a fourth security le vel will be created, Custom, which contains the scan
settings that you configured.

When specifying the types of objects to be scanned, you establish what file formats,
sizes, and what drives will be s canned for viruses this task runs.

The types of file to be scanned are  defined in the File types section. Select one of the
three options:

Scan all files . With this option, all files will be scanned without exception.

Scan programs and documents (by content) . If you select this group of programs,
only potentially infected files will be scanned - files into which that a virus could imbed
itself.

Note:

There are a number of file formats that have a fairly low risk of having malicious code
injected into them and subsequently being activated. An example would be .txt files.

And vice versa, there are file formats that contain or can contain executable code.
Examples would be the formats .exe, .dll, or .doc. The risk of injection and activation of
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malicious code in such files is fairly high.

Before searching for viruses in an object, its internal header is analyzed for the file
format (txt, doc, exe, etc.).

Scan programs and documents (by extension) . In this case, the program will only
scan potentially infec ted files, and in doing so, the file format will be determined by
extension. Using the extension link, you can review a list of file extensions that are
scanned in this case.

Tip:
Do not forget that someone could send a virus to your computer with the extension .txt,
although in reality it could be an executable file renamed as a .txt file. If you select the

Programs and documents (by extension) option, such a file would be skipped by the
scan. If the Programs and documents (by content) are selected, ignoring extensions,
the program will analyze file headers, which will uncover that the file is an .exe fi le.
Such a file would be thoroughly scanned for viruses.

In the Productivity section, you can specify that only new files and those that have been
modified since the previous scan should be scanned for viruses. This mode of operation
noticeably cuts down on scan time and increases the program'’s performance speed. To

do so, you must check Scan only new and changed files . This mode extends to
simple and compound files.

You can also set time and file size limits for scanning in the Productivity section:

Skip if scan takes longer than... secs . Check this option and enter the
maximum scan time for an object. Then, if this time is exceeded, this object will
be removed from the sca n queue.

Skip if the object is larger than... MB . Check this option and enter the
maxim um size for an object. Then, if this size is exceeded, this object will be
removed from the scan queue.

In the Compound files section, specify which compound files must be analyzed for
viruses:

Scan All/New only archives 8 scan .RAR, .ARJ, .ZIP, .CAB, .LHA, .JAR, and .ICE
archives.

Warning!

Neo Security Suite does not delete compressed fil e formats that it does not support (for
example, .ha, .uue, .tar) automatically, even if you select the option of automatically
curing or deleting if the objects cannot be cured.

To delete such compressed files, click the Delete archives link in the dange rous object
detection notification. This notification will be displayed on the screen after the
program begins processing objects detected during the scan. You can also delete
infected archives manually.

Scan All/New only embedded OLE objects - scan objects imbedded in files (for
example, Excel spreadsheets or a macro imbedded in a Microsof t Word file, e -mail
attachments, etc.).

For each type of compound file, you can select and scan all files or only new ones. To do
s0, use the link next to the name of the object. It changes its value when you left -click it.
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If the Productivity section has been set up only to scan new and changed files, you will
not be able to select the type of compound files to be scanned.

When configuring scan task settings, you can always return to the recommended
settings. T he Neo Technology experts consider them to be optimal and have collected
them in the Recommended security level.

In order to restore the default file scanning settings,

1. Select the task name inthe Scan of the main window and use the  Settings link to
open the task settings window.

2. Click the Default button in the Security Level section.

If, while scanning a file for viruses, it is discovered that it is infected or suspected of

being infected, the program's subsequent actions depend on the object' s status and the
action selected.

One of the following statuses can be assigned to the object after the scan:

Status of a type of malicious program  (for example, virus, Trojan ).
Potentially infected , when the scan cannot determine whether the object is
infected. It is likely that the program detected a sequence of code in the file from
an unknown virus o r modified code from a known virus.

f
f

By default, all infected files are subject to disinfection, and if they are potentially
infected, they are sent to Quarantine.
To change an action for an object,

Select the task name inthe Scan of the main program wi ndow and use the Settings link
to open the task settings window. All potential actions are displayed in the appropriate
sections.

If the action

When it detects a malicious or potentially infected object
selected was

The program does not process the objects until the end of the scan.
Prompt for When the scan is complete, the statistics window will pop up with a
action when the list of objects detected, and you will be asked if you want to process
scan is complete the objects.

The program will issue a warning message containing information
Prompt for about what malicious code has infected (potentially infected) the
action during scan  (file and gives you the choice of one of the following actions.

The program records information about objects detected in the

report without processing them or notifying the user. We do not

Do not recomm end using this feature, since infected and potentially

prompt for action infected objects stay on your computer and it is practically
impossible to avoid infection.

The program attempts to treat the object detected without asking
Do not the user for confirmation. If disinfection fails, the file will be
prompt for action assigned the status of potentially infected, and it will be moved to
Quarantine . Information about this is recorded in the report . Later
Disinfect you can attempt to disinfect this object.
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Do not

rompt for action . . .
promp The program attempts to treat the object detected without asking

. the use r for confirmation. If the object cannot be disinfected, it is
Disinfect deleted.

Delete if
disinfection mails

Do not
promp t for action
The program automatically deletes the object
Disinfect

Delete

Before attempting to treat the object or delete it, Neo Security Suite creates a backup
copy and sends itto backup in case the object needs to be restored or an opportunity
arises to treat it.

Neo Security Suite 2.0 has a feature that can start scan tasks under another profile.

This feature is by default disable, and tasks are run under the profile under which you
are logged into the system.

So, for example, you might need access rights to a certain object during a scan. By
using this feature, you can  configure tasks to run under a user that has the necessary
privileges.

To configure a scan task that starts under a different user profile,

1. Select the task name inthe Scan of the main window and use the  Settings link to
open the task settings window.

2. Click the Customize button in the task settings window and go to the Additional
tab in the window that opens.

To enable this feature, check Run this task as . Enter the data for the login that you
want to start the task as below: u  ser name and password.

Note that this feature is unavailable in Microsoft Windows 98/ ?

In addition to configuring the basic virus scan settings, you can also use advanced
settings:

Enable iChecker technology - use technology that can increase the scan speed by
skipping certain objects. A n object is excluded from the scan using a special algorithm
that takes into account the release date of the threat signatures, the date the object
was last scanned, and modifications to scan settings.
For example, you have an archived file that the progr am scanned and assigned the
status of not infected. The next time, the program will skip this archive, unless it has
been altered or the scan settings have been changed. If the structure of the archive has
changed, because a new object has been added to it , if the scan settings have changed,
or if the threat signatures have been updated, the program will scan the archive again.
There are limitations to iChecker: it does not work with large files and only applies to
objects with a structure that Neo Securit y Suite recognizes (for example, .exe, .dll, .Ink,
Atf, .inf, .sys, .com, .chm, .zip, .rar).
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Enable iSwift technology - This technology is a development of iChecker
technology for computers using an NTFS file system. There are limitations to iSwift: it is
bound to a specific location for the file in the file system and can only be applied t o]
objects in an NTFS file system.

iSwift technology is not available on computers running Microsoft Windows 98SE/ME.

Show detected dangerous objects on the "Detected" report tab - display a list of
threats detected during the scan on the Detected tab of the report window. Disabling
this function may be appropriate for special scans or, for example, text collections to
increase the scan speed.

Concede resources to other applications 0 pause the given virus scan task if the
processor is busy with other applications.

You can run a virus scan task manually or automatically usingas chedule.

The default schedule setting for the tasks created when the program is installed is off.

The exception is startup items, which are scanned every time you start your computer.

If the task settings do not meet your needs, edit the settings for aut omatic scans. To do
s0, select the task name in the main program window in the Scan section and open the
settings window for that task by clicking Settings .

To have tasks start according to a schedule, check the automatic task start box in the
Launch section. You can edit the conditions for starting the scan task in the Schedule
window that opens when you click  Edit.

The most important step is to determine the frequency of how often the virus scan task
starts. You can select one of these options:

At a specified time . The task will run once on the day and at the time that you
specify.

On program startup . The task starts up every time Neo Security Suite is run.
After each update . The task starts after each threat signature update.

Minutely . The time interval between scans will be several minutes. Specify the
number of minutes between scans in the schedule settings. It must not exceed 59
minutes.

Hourly . The interval between sc ans is calculated in hours. If you select this
frequency, specify the interval in the schedule settings: Every n-the hour and enter the
value for n. For example, enter Every 1 hour if you want the task to run hourly.

Daily - the task will run every several days. Specify how often the scan should run
in the schedule settings:

1 Select the Every n-the day option and enter a value for n. Enter Every 2 day if
you want to run the scan every other day.

1 Select Every weekday if you want the scan to run daily, Monday through Friday.

1 Select Every weekend for the task to run on Saturdays and Sundays on ly.

In addition to the frequency, specify what time of day or night the scan task will run in
the Time field.
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Weekly - the scan task will run on certain days of the week. If you select this
option, put checkmarks next to the days of the week that on which you want the scan to
run in the schedule settings. Also enter the time at which the s can task will run in the
Time field.

Monthly - the scan task will run once per month at the specified time.

If a scan task is skipped for any reason (for example, the computer was not on at that
time), you can configure the task that was missed to start automatically as soon as it

can. To do so, check Run task if skipped in the schedule window.

Each scan task is executed according to its own settings. By default, the tasks created
when you install the program on your computer use the settings recommended by Neo
Technology experts.

You can configure universal scan settings for all tasks. You will use a set of pro perties
used to scan an individual object for viruses as a starting point.

To assign universal scan settings for all tasks:

1. Select the Scan section in the left -hand part of the main program window and

click Settings .
2. In the settings window that opens, ¢ onfigure the scan settings: select the

security level , configure advanced level settings, and select an action for
objects.
3. To apply these new settings to all tasks, click the Apply button in the Other

scan settings section. Confirm the universal settings that you have select in the
pop -up dialogue box.

You can find general information about the operation of each virus scan task in the main
window of the program. To review this informa tion, select a task name in the  Scan
section of the main program window.

The right -hand part of the main window contains information in the Statistics section
about how many objects have been scanned while performing this task, how many
malicious objects it has detected, and how many objects have not been processed. In
addition, the time that the scan was last run is displayed here.

To view detailed information, left  -click anywhere in the section. You will see a complete
report on the results of the last scan, if the scan is already complete, or about the
progress of the task.

The upper portion of the report contains composite statistics on the results of the task,

as well as information on the number of objects scanned, the number of malicious
objects de tected, and the number of objects to be processed. Information is also
displayed on the time that the last task started and ended and how much time was
required to complete the scan.

Basic information on scan results is grouped by tab in the middle of the window.

1 All dangerous objects detected while scanning are listed on the Detected tab.
Here you will find the full path to the location of each object and the status
assigned to it by the program: if what malicious program infected the object was
successfully established, it will be assigned the appropriate status. For
example, virus, Trojan, etc. If the type of malicious effect cannot be exactly
established, the object is assigned the status suspicious . Next to the status, the
action taken for the object is specified (detected, not found, and disinfected ).
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In order for this tab not to contain information about disinfected objects, uncheck
Show neutralized objects

1 The Events tab displays a complete list of events that have arisen during the
scan. The events can have the following statuses
1 Informative event (for example: object not processed: skipped by type).
1 Warning (for example: a virus is detected).
1 Note (for example: archive is password  -protected).

As a rule, the informative messages are of a reference nature and are not of particula r
interest. You can disable display of informative messages. To do so, uncheck Show
all events .

I Scan statistics appear on the appropriate tab. Here you will find the total
number of object s scanned, and then special columns separately display how
many objects out of the total humber scanned are archives, how many are
dangerous, how many have been disinfected, how many sent to Quarantine, etc.

1 The settings used for the scan with are displayed on the Settings tab. Use the
Edit settings link to quickly configure the task.
In addition, you ca n configure advanced settings for scan tasks:

i Establish a scan task priority ranking to be used when the processor is

weighed down. The default setting for Concede resources to other
applications is unchecked. With this feature, the program tracks the load

on the processor and disk subsystems for the activity of other
applications. If the loa d on the processor increases significantly and
prevents the user's applications from operating normally, the program
reduces scanning activity. These increases scan time and frees up
resources for the user's applications.

1 Enable the Do shut down the compu ter when finished feature. This
feature is helpful if, for example, you run virus scans at the end of the
work day and do not want to wait for it to finish.
However, this feature requires a few additional steps: before launching
the scan, you must disable password requests for objects being
scanned, if enabled, and enable automatic processing of dangerous
objects. Then the program's interactive features will be disabled. The
program will not ask questions that require an answer from you, which
interrupts t he scanning process.
To turn off the computer after completing the scan, check the
appropriate box.

If any errors have occurred during the scan, try running it again. If the next attempt

again produces the error, we recommend that you save the report on s can results in a
file using the Save as button, contact the Technical Support Service, and send the
report file. Neo Technology specialists will investigate the problem and assist you.

You can hide the report window with the current scan results. To do so , click Close. The
virus scan will then continue.

TESTING NEO SECURITY INTERNET SUITE v2.0. FEATURES

After Neo Security Suite is installed and configured, we recommend verifying the
correctn ess of its settings and operation using a test "virus" and its modifications.
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This test "virus" was specially designed by EICAR (The European Institute for Computer
Antivirus Research) for testing anti ~ -virus products.

The test "virus" IS NOT A VIRUS because it does not contain code that can harm your
computer. However, most anti  -virus products manufacturers identify this file as a virus.

Never use real viruses for testing the operation of an anti -virus product!

You can download this test "virus" from the official website of the EICAR organization
at: http://www.eicar.org/anti_virus_test_file.htm.

The file that you downloaded from  the EICAR website contains the body of a standard
test virus. Neo Security Suite will detect it, label it a virus , and take the action set for
that object type.

To test the response of Neo Security Suite when other types of objects are detected,
modify t he content of this standard test "virus" by adding one of the prefixes listed in
Table below.

Corresponding action when the application

Prefix Test virus status :
processes the object

No prefix, |The file contains a test |The application will identify the object as
standard virus. You ¢ annot | malicious and not subject to treatment and will
test virus disinfect the object. delete it.

The application could access the object but
could not scan it, since the object is corrupted
(for examp le, the file structure is breached, or it
is an invalid file format).

CORR- Corrupted.

This object is a modification of a known virus or
an unknown virus. At the time of detecti  on, the

The file contains a test threat signature databases do not contain a

SUSP- virus (modification). description of the procedure for treating this
WARN- You cannot disinfect the Scrip € p . 9 )
object. object. The application will place the object in

Quarantine to be processed later with updated
threat signatures.

An error occurr ed while processing the object:

the application cannot access the object being

scanned, since the integrity of the object has
ERRO- Processing error. been breached (for example, no end to a

multivolume archive) or there is no connection to

it (if the object is being scanned on a network

drive).

The file contains a test

virus. It can be cured.

The object is subject to | The object contains a virus that can be cured.
CURE- disinfection, and the |The application will scan the obj ect for viruses,

text of the body of the | after which it will be fully cured.

virus will change to

CURE...

The file contains a test |This object contains a virus that cannot be

DELE- virus. You cannot | disinfected or is a Trojan. The application


http://www.eicar.org/anti_virus_test_file.htm

disinfect the object. deletes these objects.

The first colum n of the table contains the prefixes that need to be added to the
beginning of the string for a standard test virus. The second column describes the
status and reaction of Neo Security Suite to various types of test virus. The third column
contains informa tion on objects with the same status that the application has
processed.

Values in the anti -virus scan settings determine the action taken on each of the objects.

To test the functionality File Anti  -Virus:

1. Create a fold er on a disk, copy the test virus downloaded from the
organization's official website , and the modifications of the  test virus that you

created ...

2. Allow all events to be logged so the report file retains data on corrupted objects
and objects not scanned because of errors. To do so, check Log non -critical
events in the report settings window.

3. Run the test virus or a modification of it.

File Anti -Virus will intercept your attempt to access the file, will scan it, and will inform
you that it has detected a dangerous object:

0 File Anti-¥irus Alert
[;e_t:acted

Yirus:

EICAR-Test-File

File:
c:eicar.com

Action

File contains virus and cannot be
Disinfected

Skip

[] apply to all

When you select different options for dealing with detected objects, you can test File
Anti -Virus's reaction to detecting various object types.

You can view details on File Anti  -Virus performance inthe report on the component.

To test Virus scan tasks:
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1. Create a folder on a disk, copy the test virus downloaded from the
organization's official website , and the modifications of the test virus that you
created.

2. Create a new virus scan task _and select the folder , containing the set of test
viruses as the objectst o0 scan.

3. 3. Allow all events to be logged so the report file retains data on corrupted
objects and objects not scanned because of errors. To do so, check Log non -

critical events in the report settings window.
4. Run the virus scan task.

When you run a scan, as suspicious or infected objects are detected, notifications will
be displayed on screen will information about the objects, promptin g the user for the
next action to take:

This way, by selecting different options for actions, you can test Neo Security Suite
reactions to detecting various object types.

You can view details on virus scan task performance in the report on the component.

UPDATING THE APPLICATION

Keeping protection updated is a prerequis ite of reliable protection of your computer.
Because new viruses, Trojans, and malicious software emerge daily, it is important to
update regularly the application to keep your information constantly protected.

Updating of the application implies that the following components will be downloaded
and installed on your computer:

1 Threat Signatures and network drivers

The application uses threat signatures to protect information on your computer. The
software components that provide protection use them to sea rch for and disinfect
harmful objects on your computer. The signatures are added to every hour with new
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